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THE 4TH INDUSTRIAL REVOLUTION 
 

Why is everyone talking about it?  

Because Industry 4.0 is the productive manifestation of the digital transformation that is increasingly 

changing the economy, business and ultimately, our lives. Modern information technologies enable 

the immediate distribution of digital data, as well as the instant processing and real time use of this 

data. This offers completely new scenarios in terms of both product development and manufacturing 

processes and could contribute significantly to the competitiveness of companies. 

It stems from the fourth industrial revolution. In a nutshell, it tends to be described as a process that 

will bring major automation and interconnectedness to industrial production. It is the mix of new 

technologies and materials, but the goal is not simply smart factories or the creation of new advanced 

machinery; these are just the means for developing a factory concept that integrates with suppliers 

upstream and downstream, in an integrated supply chain process. 

The evolution of technologies linked to Industry 4.0 is triggering rapid social and economic changes in 

an unprecedented context of global competitiveness and demographic change. The forth industrial 

revolution, commonly referred to as Industry 4.0, is characterized by the decentralized intelligence 

which helps to create intelligent object networking and independent process management, with the 

interaction of the real and virtual worlds representing a crucial new aspect of the manufacturing and 

production processes. 

For most people, the term “industrial revolution” refers to the changes that took place after the 

introduction of steam and water powered production methods. Indeed, the industrialization of the 

world began in the late 18th century with the first industrial revolution and it was defined by the 

introduction of mechanical production facilities with the help of water and steam power. Hand 

production methods were replaced by machinery and small workshops evolved into the factory 

system that allowed the production on a more massive scale. It wasn’t until a century later, in the 

beginning of the 20th century that the second industrial revolution started, with electricity and 

assembly lines making mass production possible. The period between the second and the third 

revolution lasted only a few decades. In the 1970s the third industrial revolution began when 

advances in computing-powered automation enabled us to program machines and networks. By this 

time, it was created the first programmable logic control system through the application of electronics 

and IT to further automate production.   
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Now, we are witnessing the forth industrial revolution, which is characterized by the digital 

transformation with the development of cyber-physical technologies that allow disruptive changes in 

production and business models. The Industry 4.0 is a natural outgrowth of the third industrial 

revolution which fully transformed the nature of commerce in the second half of the 20th century 

with an array of computerization and IT advances. It was a period of big changes for retail and 

consumer goods companies, marked by the emergence of credit cards, back-office and warehouse 

automation, just-in-time supply chains, and the first online business models. 

Industry 4.0 is focused on the digitalization of processes and in system integration, with application to 

the traditional industry, with the multiple partners in the value chain. As a matter of fact, the concept 

of Industry 4.0 is relatively recent and, has grown in importance during the last few years within the 

different companies. 

 

FIGURE 1- THE FOUR INDUSTRIAL REVOLUTIONS 

 

The term “Industry 4.0” was initially coined by the German government and, it aims at describing and 

encapsulating a set of technological changes in manufacturing and sets out priorities of a coherent  
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policy framework, whose goal was to maintain the global competitiveness of the German industry. 

Nowadays, Industry 4.0 describes the organisation of production processes based on technology and 

devices autonomously communicating with each other along the value chain: a model of the ‘smart’ 

factory of the future where computer-driven systems monitor physical processes, create a virtual copy 

of the physical world and make decentralised decisions based on self-organisation mechanisms.  

The concept takes into consideration the increased computerisation of the manufacturing industries 

where physical objects are seamlessly integrated into the information network. As a result, 

manufacturing systems are vertically networked with business processes within factories and 

enterprises and horizontally connected to spatially dispersed value networks that can be managed in 

real time – from the moment an order is placed right through to outbound logistics. 

At the moment Industry 4.0 is referred as the forth industrial revolution and, it consists of merging 

production methods with the latest developments in information and communication technology. This 

development is driven by the digitalizing trend in the economy and in society. The technological 

support of this development is made possible by intelligent and interconnected “cyber-physical 

systems” (CPS) that will enable people, machines, equipment, logistics systems and products to 

communicate and cooperate directly with one another.  

In order not to miss the opportunity that represents the so called Industry 4.0 the national industrial 

enterprises have to accept that a dynamic and modern industrial sector is an essential factor for the 

economic growth and, that digitalization is also an undeniable reality. To recognize that people, 

consumers, suppliers or other stakeholders have been changing also indicates us that the challenge 

doesn’t resides only in the technological aspect but also, it relies on identifying which platforms and 

processes are important to have in the different companies to integrate all the mentioned 

interlocutors.  

There’s no doubt that this is the topic of the moment. All the newspapers are talking about it to 

attract innovative investments with tax incentives for the manufacturing industry. It is a stimulus 

package to encourage companies to focus on industry 4.0, a path that will change production 

processes and professional skills. 

In the footwear industry for example 3D footwear printouts are certainly one of the most direct 

examples of industry 4.0, and some designers have already presented prototypes and models that 
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were completely produced with this technology or exclusively utilising components made with 3D 

printers. But in terms of perfect wearability, there is still some way to go. 

 

 

1. What does it mean for footwear? 
 

For the footwear manufacturing sector, it could mean more flexibility and effectiveness in 

responding to the market thanks to the possibility to access a vast quantity of information and process 

data that can help to increase efficiency. But it also means finding the right balance, thanks to Industry 

4.0 technologies, between knowledge, artisanal skills and automation in new production settings, that 

would also enable Italian businesses to bring back phases of production that were transferred abroad 

long ago and a shortening of production chains through a return of delocalised production. The entire 

chain of the footwear manufacturing sector, from producers to their suppliers, from manufacturers of 

machinery and developers of process technologies, to the final consumers. Thanks to the spread of 

the digital transformation that Industry 4.0 is bringing to retail, consumers will be able to have 

products that are more targeted to their needs – or even personalised – that will be bought in sales 

outlets that will increasingly become emotional environments powered by new technologies. The 

more pervasive and homogeneous this transformation becomes, the more powerful its impact will be 

on the value chain of the footwear sector. 

 

2. Main characteristics  

 
We have witnessed a paradigm shift in the industry and, broadly, extending to the whole economy. 

This is essentially characterised by the introduction of digital technologies in the most diversified fields 

of economics and society. 

In light of the above, it is crucial that the different businesses are capable of following this movement 

and engage in the effort to be in the cutting edge of technological developments, thus ensuring that 

companies are able to take advantage of the multiple benefits associated with Industry 4.0 and, 

simultaneously, neutralizing the challenges and obstacles which are also associated with it. 

Industry 4.0 is a combination of several novel technological advancements (Kusmin): 

 Information and communication technology: Digitalization and the widespread application of 

ICT allow the integration of all systems throughout the supply and value chains and enables 
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data aggregation on all levels. information is digitized and the corresponding systems inside 

and across companies are integrated at all stages of both product creation and use lifecycles; 

 Cyber-physical systems: Cyber-physical systems improve the capability of controlling and 

monitoring physical processes, with the help of sensors, intelligent robots, drones, 3D printing 

devices (some of which will be more detailed further into this report). In cyber-physical 

systems the physical components are aggregated into a network of interacting elements. 

While the initial inputs and final outputs are customarily physical, information often 

transposes between physical and digital states during manufacturing process; 

 Network communication: All these devices, both within the manufacturing plant and across 

suppliers and distributors, are connected through different wireless and Internet technologies. 

Reliable high-quality communication networks are a crucial requirement Industry 4.0 and 

therefore it is important to expand the Broadband Internet infrastructure where needed. This 

high level of networking of interconnected components allows for a decentralized and self-

organized operating of the cyber-physical systems; 

 Big data and cloud computing: With the use of big data and cloud computing, the information 

retrieved through these networks can be used to model, virtualize and simulate products and 

manufacturing processes; 

 Modelling, virtualization and simulation: Simulation is a core functionality of systems by 

means of seamless assistance along the entire life cycle, for example, by supporting operation 

and service with direct linkage to operation data; 

 Improved tools for human-computer interaction and cooperation: To control these processes, 

human workforce is supplied with state-of-the-art ICT tools that make use of advancements in 

augmented reality and intelligent robotics. The cyber-physical systems of Industry 4.0 have 

the primary aim of assisting humans in their everyday jobs. The key features of such systems 

are non-intrusiveness, context-adaptiveness, personalized, location-based and mobility. 
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FIGURE 2- CENTRAL ASPECTS OF INDUSTRY 4.0 

 

The central aspect of Industry 4.0 is its interface with other smart infrastructures, for example, smart 

buildings, logistics, mobility connectivity to business and social web. Therefore, it is important that 

these key areas are also considered when implement the Industry 4.0 elements. Thus, it can be said 

that the effect of Industry 4.0 is not limited to manufacturing, but it also influences many aspects of 

human life. 

 

3. Enabling Industry 4.0 opportunities  

 
Although the term Industry 4.0 was initially only connected to manufacturing, its application is now 

going beyond industries. The benefits of the Industry 4.0 can be found in intelligent transportation, 

smart buildings and even smart cities. The main goal of Industry 4.0 is to transform the reality not only 

of factories but of the entire industrial ecosystem, making it faster, autonomous, and efficient and 

customer centric. At the same time, it aims to go beyond automation and actually contributing to 

finding new opportunities and new business models. 
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That being said, we identify below some of the opportunities associated with this industrial revolution, 

both for the macro and micro perspective: 

 Business models:  Industry 4.0 has a significant impact on current business models, which 

results mostly from the use of smart data and, by the offer of new services that would not be 

feasible if these technological developments did not exist. Effectively, nowadays a Smart 

Factory containing hundreds or even thousands of smart devices that are able to self-optimize 

production will lead to an almost zero down time in production. This is extremely important 

for industries that use high and expensive manufacturing equipment such as the semi-

conductors industry. Being able to utilize production constantly and consistently will benefit 

significantly the company. 

 Value creation networks: The existence of value creation networks offers new opportunities 

for realizing closed-loop product life cycles and industrial symbiosis. Regarding the industrial 

symbiosis we constantly witness the cooperation amongst different manufacturers, which 

allows them to create a competitive advantage by trading and exchanging products, materials, 

energy, water and also smart data on a local level. 

Also, companies will be able to find new ways for value creation and adapt their business 

models accordingly. In addition to prices, companies will be able to compete on quality, 

customization level and prototyping speed, which in turn will provoke changes in the business 

paradigm. 

 Customization: Creating a flexible market that is costumer oriented will help meet the 

population’s needs faster and smoothly. Countering the widespread mass production, mass 

customization will allow production on an extremely small scale (even down to a single 

product) to still be profitable. Small last minute changes to the products or prototypes will be 

possible, thanks to the high configurability of the automated production systems. This way, it 

will also destroy the gap between the manufacturer and the costumer, given that 

communication will take place between both directly. Thus, customization will allow the 

companies to adopt new business models for value creation and compete not only with price 

but with other aspect such us the quickness at prototyping. 

 Equipment: Naturally the equipment’s used in most factories are incorporating some aspects 

of Industry 4.0. In fact, it is increasingly significant the use of automated tools and 

equipment’s, which are more flexible to change rather than the equipment’s used a few years 

ago. At this level it is also important to highlight the increasingly cooperation between the 

workers and the machines, which translates into a more efficient productive process.   
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 Workforce: Related to the topic mentioned above, the requirements of the workforce have 

also evolved. As the current jobs in manufacturing are facing a high risk for being automated, 

the number of workers will thus decrease. The tasks assigned to the workers are often related 

to the monitoring of the automated equipment and, are being integrated in decentralized 

decision-marking processes. On the other hand, it is important to mention that a new industry  

will require a new set of skills. Consequently, education and training will take a new shape that 

provides such an industry with the required skilled labour. 

 Product and Process:  The development of new technologies will be increasingly deployed in 

the value chain processes, since the costs of additive manufacturing have been rapidly 

dropping during the last few years by simultaneously increasing in terms of speed and 

precision. Although higher speed has previously been associated with lower quality, in the 

case of data-driven manufacturing, product quality will increase and error rates reduce, as 

sampling methods for error detection are replaced with real-time data from sensors. 

This data can simultaneously be used to enhance productivity and efficiency, and optimize 

decision-making – advanced analytics, predictive maintenance and data-driven simulations 

will help avoid machinery failures and plan shop-floor changes. 

In short, the purpose of this movement is to automate any and all kinds of repetitive processes. In 

addition, seeking to connect different data sources so that these crossings provide valuable insights 

for new decision making and thus contributing to the emergence of different opportunities for 

innovation in different business models. The future is in the exploration of data that has never been 

explored before, in it lays a huge potential for the industries. 

  

4. Managing Industry 4.0' changes  
 

The 4th industrial revolution brings digital tools for an easy and automated analysis of the large 

amount of operational data circulating in an organization which, because of its large volume, hides 

relevant knowledge about the operational management of its activity. Scanning the business is the 

ultimate step to take in order to raise any business to the next level. 

Although this trend provides clear business advantages there are still some people reluctant to 

embrace and implement theses changes. As a matter of fact, the changes in the value chain require 

companies to embrace new business models and partner with other companies (including suppliers, 

technology companies and infrastructure suppliers). In addition, companies will have to invest large 
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sums into new machinery, software, business model development, employee training, among other 

aspects.  

Therefore, it is important to be aware that there are also some important challenges associated with 

Industry 4.0, such as: 

 

 Security: Perhaps the most challenging aspect of implementing Industry 4.0 techniques is the 

IT security risk. This online integration will give room to security breaches, data leaks and 

might even involve cyber theft. As data is collected throughout the supply chain questions of 

ownership will arise and, it is important for companies to make sure that their data won’t end 

up in the ends of a competitor.  

On the other hand, it must be ensured that the production facilities themselves do not pose a 

threat to humans or the surrounding environment, and that the workers receive continuous 

safety trainings. 

 Capital: Such transformation will require a huge investment in new technology, which will 

represent a significant cost for the companies who want to adapt their business model to this 

new reality. The decision to make such transformation will have to be on CEO level. Even then, 

the risks must be calculated and taken seriously.  

In addition, the need for a huge investment might also be a barrier for the smaller companies 

(because they might not have the needed resources available), this can also cost them their 

market share in the future.  

 Workplace: With the implementation of Industry 4.0 it is expected that the human workforce 

will focus on less repetitive and more challenging tasks. Such developments will affect the 

essence of certain jobs and skills profiles. This new organizational structure will require a 

socio-technical approach for decision making, coordination, control and support across both 

virtual and physical machinery and factories.  

 Employment: While it is still early to speculate on the impact of Industry 4.0 on employment 

conditions, it is safe to say that workers will need to acquire different or an all new set of skills. 

This may help employment rates go up, but it will also alienate a big sector of workers. The 

sector of workers whose work is perhaps repetitive will face a challenge in keeping up with the 

industry. Different forms of education must be introduced, but it still doesn’t solve the 

problem for the elder portion of workers. This is an issue that might take longer to solve and 

will be further analysed later in this report. 

 Privacy: This issue concerns not only the customers, but also the producers. In one hand, the 

customer needs to collect and analyse data which is relevant for the development of his 
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business. On the other hand, the costumer might feel that his privacy is being threatened. 

Also, small and large companies who haven’t shared their data in the past will have to work 

their way to a more transparent environment. Bridging the gap between the consumer and 

the producer will be a huge challenge for both parties. 

 

Despite the enormous economic potential of Industry 4.0 most people remain relatively cautious 

about it. It is not easy for small and medium-sized enterprises, due to lack of resources, to assess the 

technological maturity of the relevant solutions and their business uses. Also, management lacks a 

methodical approach to implementation, thus there are still a big number of SMEs that do not have a 

comprehensive Industry 4.0 strategy. 

Now, a fourth industrial revolution — powered by a constellation of new innovations across the 

physical, digital and biological worlds, from 3D printing and artificial intelligence to advances in 

biomaterials — is driving a new wave of change across the economy, with major implications for 

fashion. The fourth industrial revolution will transform all industries. But fashion, in particular, stands 

to benefit most from advances in materials science, opening up a wide range of new functional and 

aesthetic possibilities for garments. 

 

5. The Future of Industry 4.0 
 

With the technologies in place and the demand for companies to rapidly adapt to market changes in 

real time, the future is looking extremely positive for Industry 4.0. By 2020, it’s projected that over 1 

billion connected objects will equip factories – a huge increase from the 237 million objects in place 

today. 

The impact of Industry 4.0 won’t be immediate, but with its forecast growth on the rise, more 

companies will be looking to invest in Industry 4.0 or risk being left behind. 
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MARKET AND MANUFACTURING 
 

1. Market opportunities of Industry 4.0 
 

Industry is one of the pillars of the European economy – the manufacturing sector in the European 

Union accounts for 2 million enterprises, 33 million jobs and 60% of productivity growth. Recent 

studies estimate that digitisation of products and services can add more than EUR 110 billion of annual 

revenue to the European economy in the next five years [1]. Europe is projected to account for more 

than a third of global Industry 4.0 investments by 2020 [2]. The market is expected to grow at an 

impressive average annual growth rate of 22% [3]. Western and northern Europe are its main markets, 

especially Germany, where the term was originally coined, is a frontrunner.  

Both national and European initiatives are working to stimulate the rollout of Industry 4.0 and lower 

barriers. In the last few years, several European countries launched national initiatives to accelerate 

Industry 4.0 implementation, these include Industrie4.0 (Germany), Smart Industry (Netherlands), 

Catapults (United Kingdom), Industrie du Futur (France), Industria4.0 (Italy) or Iniciativa Portugal i4.0. 

And on April 2016, it was launched the European Commission’s strategy by the name of Digital Single 

Market.   

Industry 4.0 is expected to influence four long-term relationship paradigm shifts that are going to 

change the landscape of the European Manufacturing [4]: 1) Factory and Nature: improvements in 

resource efficiency and sustainability of manufacturing systems, 2) Factory and Local communities: 

increased geographical proximity and acceptance, integration of customers in design and 

manufacturing processes, 3) Factory and Value chains: distributed and responsive manufacturing 

through collaborative processes, enabling mass customization of products and services and 4) Factory 

and Humans: human-oriented interfaces and improved work conditions. Consequently, Industry 4.0 

aims to increase the digitalization of manufacturing processes and supply chains, facilitating the 

communications between humans, machines and products, thus enabling real time access to product 

and production information for participating entities, and the performance of autonomous work 

processes along value chains [5]. Thereupon, the European manufacturing sector expects to achieve a 

growth from 15% to 20% by 2030 if it performs the digitization of their value chains [6].  
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The digitalization of supply chain can bring positive benefits in the current sales and operations 

planning of manufacturers, such as reducing the time to respond to unforeseen events affecting 

orders (around 300% improvement), to deliver orders (around 120% improvements) and time-to-

market (approximately 70% improvement) [6]. Providers of digital platforms will have an increasing 

importance in managing complex manufacturing systems, and this can bring data ownership issues. 

These issues will pose significant challenges to firms’ management structures: cooperation will be 

critical, as the boundaries of firms will blur in interconnected value networks, turned into “digital 

ecosystems” [7]. The end-to-end digitalization of value chains have the potential to boost productivity 

levels, but this requires firms to be horizontally and vertically integrated, to share information and to 

decentralize decision-making [8]. Additionally, the development of interconnected and interoperable 

interfaces of manufacturing systems needs to be followed by continuous training, standards for 

reference architectures, development of comprehensive broadband infrastructures for industries, 

innovative models of work organization, regulatory frameworks and raising levels of cyber security [8- 

9]. 

The concept of Industry 4.0 requires several new approaches to the organization of work in 

production. These new approaches should use all the good of past production approaches and 

combine it with the new technologies, in order to make it possible to change existing production 

principles. Some of the industry 4.0 techniques are already being applied by European companies in 

different fields, such as the following: 

 supply chain and warehouse management processes – real-time tracking of demand, order 

fulfilment, manufacturing flow, returns, etc. 

 production lines – real-time control of performance, durability and safety of the products 

 predictive maintenance – real-time monitoring of industrial manufacturing devices allows 

companies to predict when maintenance is required. 

 new business models through real-time data that makes decision-making processes more 

efficient and effective 

Companies must improve speed and lower cost to innovate. Mass customization and personalization 

are becoming the norm. There will be fewer high-volume products and more low volume products, 

resulting in a need for quick changeovers. Quality must improve to approach zero defects. Customer 

requirements – and thus products – can become more complex. At the same time, there is intense 

price and margin pressure, even while customers’ requirements are more complex and diverse.  
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The adoption of the technological developments behind the Industry 4.0 can lower production costs 

even in the high-mix, personalized product environment, as is the case of most Footwear 

manufacturers. One of the advantages of producing in small lots is the ability to respond to demand 

rapidly and accurately, with minimal inventory carrying cost, as per the philosophy of lean 

manufacturing. While not every product will be made in lot size of one, the capability to do this makes 

shop floor and supply chain operations exponentially more complex. The binding of Cyber-Physical 

Systems (CPS) with algorithms and instructions can enable decentralized shop floors with real time 

decision-making, where production can happen in an optimized way creating a dynamic marketplace 

that is efficient and effective at making exactly what’s needed - even unique products in lot sizes of 

one - in the fastest and cheapest way possible. 

Innovation-driven companies must be able to successfully bring new designs through the entire 

lifecycle through production and distribution smoothly. Complete context from the shop floor out into 

the supply chain can also be critical to boosting supplier and contract partner quality as they can more 

fully understand why problems happen. R&D in every supply chain partner has more clarity from past 

and current products as they work on new product designs. 

In Industry 4.0, ensuring quality is no longer as simple. Each personalized or configured product may 

have a unique set of specifications and processes. Technologies, such as radio frequency identification 

(RFID) and sensor technology, can become enablers to improve product traceability, for instance 

regarding Product Lifecycle Management (PLM), this means that product information can be tracked 

and controlled anytime and anywhere. 

The ability to use advanced analytics to make better decisions is another advantage offered by 

Industry 4.0. Predictive and prescriptive analytics are the future. Getting a temperature reading 

directly from a smart sensor means nothing without the information on what is being produced, what 

algorithm is being used, and the specifications of that CPS. The decisions enabled by the data 

generated on the shop floor and its context-rich information are not just for shop floor operations, but 

for product development, process and plant engineering, quality, maintenance, and supply chain 

areas. They can also flow in to impact finance and strategy with a clearer understanding of what’s 

possible and profitable.  

There are many companies who need to adopt Industry 4.0 principles in order to alleviate some of the 

pressures from their employees. This is a problem that often gets aggravated by the lack of effective 

tools that could support managers and executives with miscellaneous tasks, such as the decision-

making process, the ability to communicate efficiently and to interact effectively with customers and 
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suppliers, with resource efficiency or even with empowerment of employees.  According to Hermann 

et al. and Qin et al. [10], six major design principles rule the conceptualization and implementation of 

Industry 4.0:  

1. Interoperability: Cyber-physical systems allow humans and smart factories to connect and 

communicate with each other. 

2. Virtualisation: Linking sensor data from cyber-physical systems to virtual shop floor 

models and simulation models creates a virtual copy of the smart factory. 

3. Real-time capability: Data is collected, analysed and translated into insights immediately. 

4. Decentralization: Cyber-physical systems make autonomous decisions and produce locally. 

5. Service orientation: All services of cyber-physical systems and humans are available 

internally or even cross-company. 

6. Modularity: Smart factories are flexible and can adapt to changing requirements by 

replacing or expanding individual modules. 

These design principles point to an increasing relevance of collaborative networks, synchronicity 

between supply and demand, personalization in product and service development, decentralization 

and extensive data use in driving operational performance. They can help companies figuring out what 

are the most appropriate solutions for their business and providing context to all the new approaches 

and technologies that come with the deployment of industry 4.0 techniques.  

 

2. Risk and challenges  
 

The transformation under way with the Fourth Industrial Revolution cannot be considered as a 

whichever transformation, but it is a real change of paradigm, in which the fusion between the real 

world of industrial plants and the virtual world of the Internet of things takes shape: " An integrated 

system of intercommunicating and intelligent devices, that can put in contact objects, people and 

places through the Internet" [1] A technological and cultural revolution that refer to the relationship 

between man and machines, the morphology of factories that are increasingly smart, as well as the 

relationships between companies along the entire production chain. 

In general, new digital technologies will have a profound impact on industrial production along four 

lines of development. 
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The first is connected, on one hand, to the growing computing power of the new computers and, on 

the other, to the increasing connectivity. From an operational point of view, this will be reflected in 

the growing importance of big data and cloud computing. 

The second is that of the so-called analytics and focuses its attention on the centrality that the value 

deriving from the data collected by the companies will have - rich data, in the perspective of Mayer-

Schönberger [2] - today exploited only minimally. This phenomenon could find a new development 

vector in machine learning. 

The third guideline concerns the interactions between man and machine, through "touch" interfaces 

and kinds of "augmented reality". 

Finally, the fourth line of development refer to the transition from digital to "real" through additive 

manufacturing, 3D printing, robotics, communications, machine-machine interactions. 

The literature has long highlighted how technologies performance depends crucially on investing in 

complementary assets, without which the benefits of adopting new technologies are compromised. 

The reference is therefore to the redefinition of the organizational processes within the company and 

to the quality of human capital employed in it ([3];[4]). In other words, only the presence of qualified 

internal resources, which enhance the "absorption capacity" of external resources, will allow to grasp 

the new opportunities connected with the transformation ([5];[6]). 

Taking advantage from the opportunities offered by the so-called manufacturing 4.0, each reality can 

develop its own strategy that does not necessarily contemplate delocalization; the optimization of 

processes through the use of technologies will have significant effects on the entire production chain, 

fostering the technological upgrading of the different production companies through the diffusion of 

common computer languages, the elaboration of a growing amount of design data and the sharing of 

technical and stylistic informations. In addition, alongside the greater coordination of processes - 

which reduces working time and improves overall efficiency - new partnerships of remote co-design 

can develop, within ever-increasing global value chains [7]. Finally, it will be possible to carry out 

continuous monitoring, not only ex post, of the production processes, thus improving efficiency and 

effectiveness. 

At the base of these developments there is however the need for a common grammar, which finds, in 

the new technologies, the language capable of connecting different product segments in new 

"innovative ecosystems". It is in this space that the challenge for the training of a highly skilled 

workforce opens up. 
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The problem related to the competencies 

The intelligent factory and the interaction between man and machine will encourage companies to set 

themselves up as a business model focused on human resources. Being a "revolution", we cannot limit 

the new paradigm to the only technological reconversion but, vice versa, a process must be nurtured 

where human capacity is integrated and enhanced by the phenomena of digitization and automation. 

In other words, it becomes essential to have "more and more qualified personnel able to govern the 

processes in a flexible and creative way in relation to the changing orientations of the final consumer" 

[8;10]. Moreover, with the affirmation of the intelligent factory it will "require the staff the ability to 

perform more roles, demanding a much higher interchangeability compared to current performance 

especially if the automation will move personnel to activities and productions with higher added value 

and will develop lean factory models” [8] with significant effects on the selection, training and 

management of human resources. 

The intelligent factory and the interaction between man and machine will encourage companies to set 

themselves up as a business model focused on human resources. It's a "revolution", so we cannot limit 

the new paradigm to only a simple technological transformation but, vice versa, we need to foster a 

process where human capacity is integrated and enhanced by the digitization and automation 

phenomena. In other words, it becomes essential to have "more and more qualified people able to 

govern the processes in a flexible and creative way, in relation to the changing orientations of the final 

consumer" [8]. Moreover, with the growing of the intelligent factory, “it will be required the staff the 

ability to perform more roles, demanding a much higher interchangeability compared to current 

performance, especially if the automation will move personnel to activities and productions with 

higher added value and it will be developed lean factory models "[8] with significant effects on the 

selection, training and management of human resources. 

The technological innovations required nowadays by the market seem to bring with them the 

exponential growth of new kinds of poverty, based on a division between haves and have-nots, 

between who have open mindset and certain medium-high level skills and who it is devoid of them, 

with the consequence of producing new, articulated and ever more crystallized forms of inequality. 

Digital inequalities tend to be increasingly characterized in terms of mental access (i.e. the power of 

attraction exercised by a given technology on people), material access (i.e. the individual availability of 

access to digital technologies), skill access (i.e. the availability of skills that a person must possess to 

use certain technologies), usage access (i.e. the ability/opportunity that a person has to use the 

technologies in their most complete potential and opportunities). 
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These inequalities in the digital skills, that often derive from the social and cultural endowments of 

origin, not only outline the limitations in the possibilities of social mobility of people but highlight the 

emergence of a more serious danger: the development of a new poverty in education and training, 

which realizes in the concrete deprivation of the ability to learn, to test their skills, to develop their 

talents. [9] 

 

But which technologies are we talking about? 

 

There are many technologies enabling the 4.0 paradigm, which can be summarized in three areas: 

1) availability of digital data and analytics of Big Data that allow the processing and analysis of huge 

amounts of data (big data) at ever lower costs (low-cost sensors and cloud computing) and greatly 

enhance decision-making capabilities also to virtualize the processes on which to make decisions 

(rapid prototyping and artificial intelligence); 

2) robotics and advanced automation, i.e. new possibilities for human-machine interaction that can 

reduce errors, time and costs and significantly improve processes safety, including through new 

additive manufacturing; 

3) high connectivity - the entire value chain is interconnected through smart devices and sensors 

(Internet of things) using new generation connection networks. 

 

RFID and Traceability 

RFID technology (Radio Frequency Identification) is a technology with radiofrequency identification, 

that is a technology able to autonomously store data and information on real people and objects. RFID 

is a tool that allows to mark in a unique way every single kind of unit. Obviously, the concept is not 

only related to the management of the warehouse, where however the RFID finds today application in 

different companies. In fact, thanks to the RFID, it is possible to monitor and control everything. 

Inside the tag, the electronic memory can contain a very large amount of information.  

The added value? More than one: first of all that the manufacturer inserts, inside the tag, a unique 

identifying serial code (TID - Transponder IDentification) which, since it cannot be falsified if not 

damaging the tag (thus becoming unusable), constitutes a certain identification system of the product. 

Another plus is that, unlike the barcode that must be read only in frontal way and only one at a time, 

tags can be read in a massive way, that is all at the same time even when the objects to which they are 
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affixed are stacked, superimposed, closed in a box, or distributed in a space like an office or a 

warehouse. 

Tags are the fundamental unit of IoT in Industry 4.0 because they enable a traceability and re-

traceability path of information that is decidedly more advanced and complete, as it is associated with 

a unique identification process. 

Digitize the management of the product life cycle through automatic identification, therefore, means 

to put the informations in a system and to make the data transfer more transparent, avoiding 

redundancies and recurring errors in manual management. The intelligence of things associated with 

the use of RFID technology has also been quantified at the economic level, confirming the value of 

innovation. [11] 

The Kpi (Key performance Indicator) of RFID technology, confirmed by the well-known and shared 

production projects, substantiate the return on technological investment: 

 stock reduction between 60 and 80%  

 inventory accuracy between 98 and 99.9% 

 halving delivery times (- 50%) 

 faster checking of the packages (+ 90%) 

 reduction of inventory costs between 30% and 50% 

 18% increase in sales, thanks to the reduction in the out-of-stock 

 

Optimization of the processes with Industry 4.0 

With the transformation in 4.0 field it could be possible to manage real networks that incorporate, 

integrate and put into communication machineries, plants and production facilities, logistics and 

warehousing systems, distribution channels. 

Optimizing processes, by bringing efficiency and greater visibility into every link in the supply chain, 

ensures multi-directional communication within all production processes. The data, put into the 

system and recorded without interruption, from the supplier to the consumer, offer companies a new  

predictive analysis capacity, which ensures a wide information base to improve products and services, 

supporting the decisions in a better way. There is no Industry 4.0 without Big Data Management and a 

Business Intelligence supported by increasingly custom-tailored Analytics. But that suffix 4.0 also 

means an innovation in terms of the use of technological resources that, thanks to the various Cloud 

formulas, changes approaches and development strategies. Through as a Service and pay per use 
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procedures, in fact, companies can choose the best technological innovation respecting the 

increasingly stringent budget constraints, transforming the initial investments into recurring costs. 

 

ERP – management systems 

All production processes are interconnected and controlled thanks to the use of new digital 

technologies, sensors and low-cost wireless connections that also interface them with company 

management software. All management processes, including administrative, logistical and commercial 

processes, are integrated in real time, through second generation ERP software (ERP2), to the entire 

production and distribution chain, and then to the market, to the networks of the agents, to the 

external technicians, to the branches and to the entire supply chain. 

In perfect coherence with the principles of LEAN Manufacturing, which provide for maximum process 

integration and the progressive elimination of all activities that cause waste and delays, ERP systems 

also include all the functions that historically were managed by departmental software, spreadsheets, 

or even in a papery way, and that caused interruptions of the flows and not sharing of information. 

This philosophy allows us to anticipate the progressive digitalisation of processes and demonstrate 

that Industry 4.0 can be easily and gradually achieved simply by applying new technologies in an 

already established environment (where possible). 

A second-generation ERP software, fully integrated and already set up for connection with the 

production plants, is not only the essential IT backbone for digitizing the company, but immediately 

improves efficiency and productivity, allowing greater control and greater speed of execution of all 

company functions. 

 

Human-robot cooperation [12] 

As many forecasts suggest, the future of the industry will be linked to robots, machines that will play 

an important role in almost all sectors. Even if at the moment, as is natural, robots are mainly used in 

the automotive sector. Despite this, the change process will involve not only large companies, but also 

small and medium-sized enterprises, which have recently initiated numerous automation projects. The 

growth of robots in the factory will be a global phenomenon and it will affect the main industrialized 

countries. 

At this point, it is good to clarify a fundamental aspect: will the robots replace the men?  
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Yes, but not in the sense that they will take jobs away. It is only natural that, as the level of automation 

increases, robots will perform some of the tasks now performed by humans. The machines greatly 

improve all phases of production processes, making them more efficient and faster.  

As happened in the past, during the other industrial revolutions, the human factor will only have to 

retrain. Paradoxically, robots are able to create new jobs. 

Another aspect concerns the safety of employees. In the future (it is already happening) the robots 

will not be simple machines that execute commands, but they will be able to interact with the real 

world, i.e. they will be able to work together with men. In this case we speak of Cobot, that is to say of 

collaborative robots, characterized by sensors able to coordinate the movement of the machines and 

to block the device in case of emergency. This means that the risks to humans are lowered. 

Automation will be based more and more on systems smarts and able to learn, thanks to artificial 

intelligence and machine learning.  

It should also be stressed that robots, however, represent a potential danger for companies, and not 

only for information technology security. In fact, being able to connect to the network, these 

machines are potentially violable by hackers. 

The most immediate consequence would be noticed in the working processes, in which 

cybercriminals, for example, could compromise many parameters, such as those used to adjust and 

calibrate the machine. In these cases, there would be many delays and cost losses would be very high. 

And not only. Hackers could take complete control of the robot and even endanger employee safety. 

Therefore, companies that will have to embrace the Fourth Industrial Revolution can't fail to take into 

account the IT security of robots. Not doing so, it means putting at risk the future of the company and, 

especially, the lives of its employees. 

 

The Industry 4.0 paradigm goes beyond the reference to the single company as well as to the single 

machine. Innovation 4.0 lies not so much in introducing a machine that is at the cutting edge of 

technology, but in knowing how to combine different technologies and, in this way, integrating the 

factory system and the production chains so as to transform it towards an integrated system...and 

protected! 

 

GDPR in Industry 4.0 

The European General Regulation n. 2016/679 on the protection of individuals with regard to the 

processing of personal data, as well as the free circulation of such data (GDPR), is entering the 
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common corporate language, generating questions about the real impact that the necessary 

adaptation will have on company processes as set up and managed to date. 

Today the digitalization and interconnection of almost all production processes in each area, no longer 

allows partial or reductive applications of legislation, based on the size of the company and justified by 

the availability of more or less important budgets, on pain of the effectiveness of the measures 

adopted not only with respect to the protection of personal data - primary objective - but also with 

respect to the protection of information relevant to the business and to the protection of the 

company itself, both in terms of image and reputation and of financial integrity. 

It therefore follows that in order to "make security" in the industrial sector, targeted solutions and 

approaches must be envisaged, to be integrated with what is already envisaged for corporate 

cybersecurity. Also, the required skills must be specific, in order to understand and therefore 

adequately protect OT applications in automation, control and telecontrol networks from IT risks in 

industry and in Critical Infrastructures. 

Today the industrial world underestimates the danger in which it incurs with respect to the extent of 

the threats to which the industrial plants are subjected, and the companies very often are not even 

aware of having suffered attacks. This confirms that there is a lack of awareness of the risks to which 

corporate assets are subjected and that there is a lack of a structured approach to assess IT or other 

categories risks, and of the identification of security measures to be included within IT infrastructure 

and industrial plants, based on the criticality and value of company assets. 

It is therefore necessary to intervene by redefining the approach to the problem, which goes beyond 

the specific skills of the two IT and OT worlds, which by now no longer travel on parallel tracks. 

Then there are a whole series of actions for the security that even the IT world, considered 

tendentially more mature, is still struggling to achieve in companies; by now it is essential that these 

actions be implemented and that it should be done in a transversal way, also involving the OT world. 

Among these, the most important is to rethink the organizational model, by assigning the 

responsibilities of security to an appropriate hierarchical level that can guarantee the necessary  

independence of decision-making with respect to the specific needs of the heads of the IT and OT 

sectors. 

Secondly, it is necessary to implement a Risk Management process that envisages as actors the 

business, the Information Technology and the industrial operations; orienting safety management on 

the basis of risks is essential to be able to adapt to new European compliance (GDPR, NIS, etc.). 
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Finally, it is necessary to adopt by-design protection criteria and constantly supervise company 

security, integrating and correlating the information sources of the IT and OT worlds, to be aware of 

the state of the own assets and to identify and put in place the right actions against of an attack. [10] 

 

Security not only in IT...but also at environmental level! 

In the modern industrial scenario, the sustainability theme plays a fundamental role.  

Since the 1980s, the issue of environmental sustainability has been one of the major challenges for 

industries, opening new scenarios and creating multiple possibilities for development. Over the last 

thirty years, the need to comply with the introduction of rules and regulations has contributed to 

significantly change the sector, on one hand creating new opportunities and professional profiles, and 

on the other hand, bringing the industrial sector closer to the issue of sustainability. 

For many years, the economic crisis and the debate on climate change have focused the attention only 

and exclusively on economic and environmental sustainability, putting the social sustainability in the 

background. According to academics, there can be no environmental and economic sustainability 

without the social one.  

The aim, therefore, is to understand the industry of the future not only as a collection of objects and 

machinery in its own right, but as an interaction between human and cyborg. In the Internet of Things 

era, all this is possible and feasible: the sensorisation of production processes will favour not only 

environmental sustainability and energy efficiency, but will also allow the monitoring of the operator, 

thus also promoting social sustainability. [13] 

Digitization can therefore represent an enabling factor for the transition to the circular economy 

model. The connection of products and factories, of the value chain and of the users makes it possible 

to design the manufacturing cycle of the product together with that of its use and its reuse, in a logic 

of environmental and economic sustainability. At a company level, it is possible to optimize the 

consumption of resources, reduce energy wastefulness and waste generated in the production 

process. But the impact extends beyond the company dimension, to cover the entire circular economy 

system characterized specifically by five key words: reduction, collection, reuse, recovery and 

recycling. 
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FIGURE 3- INDUSTRY 4.0 AND THE CIRCULAR ECONOMY 

 

The strategies linked, at the same time, to Industry 4.0 and to the circular economy are many and very 

diversified, and allow savings in capital, recovery and reuse of materials, a combination of traditional 

knowledge and new knowledge, recovery of traditional sectors of activities for the promotion of a new 

development. Thus, for example, the company does not necessarily have to buy a new product or 

acquire a very expensive resource to increase its production, but it can rent the products and tools 

needed from another company. The machineries of Industry 4.0 that comply with circular economy 

laws, must be designed with sensors for predictive maintenance and production efficiency. This is a 

production system very different from the model of programmed obsolescence that forces to go from 

old to new continuously. The machines do not necessarily have to be new to operate at their best and 

the producers are called upon to develop continuous upgrades, many of which are customized 

according to the needs of the customers. [14] 
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3. Enabling Industry 4.0 
 

 Automation of Knowledge Work  

 

o Impact of Artificial intelligence in design processes 

Consumers’ preferences and perception of products strongly influence product's acceptance. 

Probably, they cannot be numerically valued, but both are expressed by words that may be studied 
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using product semantics. Some research applied to footwear sector was carried out and differential 

semantics has been applied to casual shoes market.  

Some studies have been carried out by applying artificial intelligence regarding the opinion of 

customers about footwear products. For example, in the research developed by E. Alcántara, M. A. 

Artacho, J. C. González and A. C. García1, the results showed that comfort and quality were 

independently perceived by consumers, but whereas comfort was clearly identified by users, quality 

was not. The number of subjects significantly influenced the results and in general, a minimum of 40 

people out of 67 would be suggested to obtain reliable results in footwear perception studies. 

The semantic space is the basis for assessing user's perception of shoes by differential semantics. This 

is the first step for introducing emotional performance in products design and communication, which 

would increase the success probability of products. The statistical analysis of consensus helps decision 

making about design and communication. Moreover, generative design lets you feed specifications 

into computers that harness the processing power of the cloud to spit out hundreds of design options 

that meet your particular requirements. Airbus used generative design to create a better partition for 

its A320 jetliner and they had specific requirements in mind, so they used generative design to review 

thousands of options that met those weight and strength requirements.  

If generative design, robotics, and the IoT are the technologies allowing humans and machines can 

work collaboratively on design tasks, Artificial Intelligence (AI) is the technology that accentuates their 

impact. AI allows technology to learn, so our tools can get better at doing their jobs. Generative design 

tools will begin to learn the favourite designs for customers. Robots (and even smartphones) will no 

longer need to receive detailed instructions from their users. The IoT will leverage AI not only to 

perceive the world, but to adapt to it intelligently. 

Increasingly, machine learning will be integrated into design tools, enriching the relationship between 

humans and machines in novel ways. Engineers and designers should no longer view tools as machines 

that require elaborate instructions, but instead as collaborators whose input contributes to solving 

complex, thorny problems that humans alone could not. 

 

o ICT technologies in management and production 

Internet of Things 

The Internet of Things (IoT) is a technology that is being implemented everywhere, and the 

manufacturing sector is the leading market where Industrial IoT (IoT) is significantly embraced and 

where most IoT investments are made. Large companies like Bosch, Siemens, FCA, Harley-Davidson, 

                                                           
1 https://www.sciencedirect.com/science/article/abs/pii/S0169814105000429?via%3Dihub  

https://www.technavio.com/report/global-internet-of-things-iot-market-analysis-share-2018
https://www.technavio.com/report/global-it-professional-services-industrial-internet-things-market
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GE, General Mills and Cisco have already introduced IoT in their manufacturing plants. The IoT’s 

integration in manufacturing is having an important impact not only in productivity, but also in the 

way of production, including connected and automated machines instead of thousands of workers in 

crowded assembly lines.  

Like other industry 4.0 technologies, the main aim of the IoT is to create valuable resources available 

to users by the integration of internet-connected devices and systems.  

 

Smarter manufacturing with artificial intelligence 

Automation has been constantly evolving in the last decades and particularly in recent years, allowing 

manufacturers to drive and manage multiple tasks simultaneously. Artificial intelligence (AI) has 

become the heart of the new era of industrial automation, in which decision making for production 

processes are more efficient, more intelligent and in real time, enabling the analysis of thousands of 

data in a short time. AI found its niche in the manufacturing sector, but many developments have 

turned it into a mainstream in several sectors such as healthcare, retail or marketing.   

As technology matures, costs decrease and new applications appear in the market for making complex 

decisions through machine learning algorithms. Therefore, the future of IA in manufacturing is 

becoming more feasible in emerging markets. 

 

Robotics 

In the 1960s, robots were first installed in automotive plants and nowadays they are commonplace in 

industries such as semiconductor, automotive, rubber, plastic processing and many others. They are 

developing tasks that were previously only carried out by human workers.  

Today, industrial robots are revolutionizing manufacturing with capabilities that mimic human traits 

like memory and dexterity, which makes them more effective in industries like manufacturing. 

Robotics has become integral in improving efficiency and speed, allowing manufacturers to optimize 

production, inventory, workflow and value chain decisions.  

 

Data analytics 

From retail and healthcare to government and financial services, big data analytics has applications 

every sector in industry. Particularly, manufacturing companies are realizing that big data and analytics 

suppose a great tool to improve business processes and operational efficiencies. Application of 

https://www.technavio.com/industries/robotics
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advanced analytics to manufacturer’s data can produce insights that could help the company optimize 

the productivity of individual assets, and also, assist in tracking the total manufacturing operation. 

Day after day, the necessity of adopting big data analytics is higher. Otherwise, a failure in ramping up 

the usage of big data and predictive analytics will leave manufacturers struggling to remain 

competitive. Consequently, these companies will not be able to deliver orders on time or to produce 

what the customer requires. 

 

Additive manufacturing  

Additive manufacturing (AM), usually known as 3D printing, has grown steadily from its beginning as a 

plastic prototyping process to a technology that impacts almost every segment of the manufacturing 

ecosystem. The concept made great strides in last years, with new applications being discovered, new 

technologies coming to the market and innovative 3D printing materials being developed.  

Top manufacturing companies are making ambitious moves to position in the market of additive 

manufacturing. For example, Hewlett-Packard has developed its own polymer-based AM process and 

other large companies such as GE, BMW, Nikon, and Google are funding start-ups to create polymer-

based AM technologies.  

 

 

 The Internet of Things (IoT)  

At its most basic, the Internet of Things (IoT) is a network of connected physical objects with 

embedded sensors. IoT allows these devices to communicate, analyse and share data about the 

physical world around us via networks and cloud-based software platforms. In the particular case of 

retail, the “things” can include RFID inventory tracking chips, traditional in-store infrared foot-traffic 

counters, cellular and Wi-Fi tracking systems, digital signage, a kiosk, or even a customer’s mobile 

device. 

Key applications of IoT for retailers include supply chain, connected consumer and smart-store 

applications. In particular, let’s look at five areas where retailers are taking advantage of IoT:   

o Predictive equipment maintenance is used for managing energy, predicting equipment failure or 

detecting other issues. For example, factories have a lot of complex equipment, so when this 

machinery is instrumented with sensors, we can predict maintenance issues that might affect power 

consumption for savings or avoid breakdowns to ensure the productivity. 
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o Moving merchandise more efficiently is one of the goals of smart logistics applications in retail, and IoT 

can come into play with the maintenance of transport, tracking and route optimization. Many retailers 

have been using GPS to track and route trucks in the last years. With IoT, it is possible to understand 

quite precisely how close a pallet of merchandise is to a store. 

o To meet the specific demands of customers, warehouse automation and robotics driven by online and 

in-store shopping demand are needed. IoT allows to monitor sales opportunities in real time and track 

missed in-store sales, taking supply and demand planning to the next level. It's important to 

remember that RFID is a well-tested part of IoT that can be used for inventory management and more 

accurate service-level optimization. Currently, a typical distribution centre or warehouse is organized 

by aisles and shelves based on a fixed schematic. The warehouse of the future will be open space 

where automated pallets self-organize based on real-time demand. 

o Increasingly, the connected consumer is having an impact on the business and they are already able to 

check in-store pricing and local inventory levels from their mobile devices, so we could make a 

customized best-price offer in real time, provide location-based services right in the store or target a 

high-value, loyal customers with special services. In the past, it was accepted as the norm that we 

would send mass promotions to customers with the expectation that some acceptable percentage 

might be interested in that promotion. But now, IoT enables to understand the context (the time and 

the place of the customer) to identify customer needs or and respond proactively. 

o In a smart store, people traffic can be analysed and even connected with other retailers to understand 

the entire shopping journey. In the past, expensive survey projects had to be carried out to 

understand if store associates were being responsive to customer service needs and then enact 

elaborate staff training programs. Now, within smart stores, it is possible to use video or Wi-Fi foot-

traffic monitoring to see if customers visit a product area. Thus, in real time, an associate can help that 

customer or analyse that information later to adjust store layouts for more efficient customer visits. 

Moreover, by monitoring store traffic and customer demand in real time, the in-store shopping 

experience can be customised, and digital marketing campaigns can be developed thanks to their 

mobile devices.  

 

 Cloud Technology   

Cloud technology is becoming a must in the manufacturing industry, not only in terms of data storage, 

but also as a tool to connect with the customer and personalisation or adaptation of products. 

Through cloud technologies, consumers actively participate in the high-end apparel and footwear 

industry of mass customization services, turning it into a social production and using many kinds of 3D 

technology, new process technology of cooperative management, e-commerce, logistics and wisdom 
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dynamic value chain analysis. Thus, a combination of mass production and customisation of clothing 

and footwear implements that everyone participates in the design, everyone is involved in the 

manufacture and everyone is involved for a new type of manufacture and service mode to effectively 

drive the transformation and upgrading of industries and bring new economic growth. 

Footwear industry is an important part of traditional manufacture, where labour is intensive, and the 

output value is relative taller. However, the competition between different footwear manufacture 

companies is still in lower level, such as price or fashion style. High-end products by OEM, ordinary 

products by low price competition, high output, less profit, and it is difficult to develop the market, 

continuous development of subsequent fatigue. With the rapid development of electronic commerce 

and the requirements of personalised clothing and footwear products increased, new manufacture 

industry society cloud models can be designed for high-end custom footwear to cope with future 

challenges. 

Compared with the traditional manufacture mode, in the social production mode consumers will be 

more actively involved in the product idea, design and manufacture process, so that this participative 

behaviour will make the consumer get more acceptance and have a better product satisfaction. Mass 

customisation refers to the customer participation in the product design activities, together with the 

designers to complete the design of the product, and according to customer demand. 

Cloud systems for footwear personalised production will be based on diverse technologies such as 3D 

applications, collaborative management technologies and cloud computing technologies.  Nowadays, 

some developments concerning this methodology of manufacture are being studied and even 

implemented in a first stage, creating the first  social manufacture cloud models to demonstrate the 

application in the apparel and footwear companies and trying to overcome the main technical 

challenges: information of 3D custom applications, social coordinated management of manufacturing 

technology, cloud computing technology for production of garment industry society and dynamic 

value chain technology.  

 Advanced robotics (human-robot cooperation, use of robotics to avoid bottlenecks and in dangerous 

operations, picking for hazardous activities, with security sensors) 

Fashion Footwear production is currently mainly handcrafted, and some manufacturing processes are 

assisted by specialised machinery (last manufacture, cementing, and cutting) and there exist highly 

automated lines in mass production of technical shoes (i.e. safety footwear). However, most 

production is still handmade, being especially true in the case of high added value shoes production, 

where Europe maintains its leadership.  
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The use of robots is limited to the mentioned mass production of technical shoes due to the following 

reasons:  

o High number of products variants. On the one hand, there are a minimum of two different 

collections of shoes, sandals, boots, etc. per year. This supposes around more than 200 

different models. On the other hand, each model must be adapted at least to six different 

sizes and two sides (left and right). In addition, each model can be produced with different 

colours, different textiles or leathers, etc.  

o Complexity of the manufacturing process. For each model it is necessary to develop and 

manufacture the lasts for the different sizes, to produce the components (sole, insole, 

lining, heel, strap, inner parts, etc.), to cut all the components of the uppers, to prepare 

the leather through many operations such as skiving, folding o perforating, and to stitch 

the different parts that form the upper.  

o Complexity of the assembly process. The assembly process is very laborious (up to 25 

different operations) and especially complex in fitting operations, due to the 

heterogeneity and different elasticity of the natural leather as well as the flexible nature 

of the components, that make their manipulation difficult. Some companies in the 

footwear sector tried to incorporate robotic solutions, but they had a limited success in 

specific operations related to the injection process.  

Some articles have assessed the impact that the introduction of robotics in the footwear sector can 

have, both in improving products and production processes:   

o Quality: currently, around an 80% of the shoes need retouching operations at the end of 

the manufacturing line, due to the low stability of some processes. This problem could be 

reduced through the use of robots and the improvement of stability of processes.  

o Impact on production processes: Due to the nature of the footwear production process 

and the complexity of some operations, the full robotic automation is for now unviable, so 

the growing trend of collaborative robotics can be used very useful for the sector, 

including the coexistence of manual operations with robotised ones.  

o Efficiency: reduction of manufacturing time. Robotics will reduce the operation times in 

combination with traditional production means, taking advantage of the best of each 

alternative for the different operations. 

o Production flexibility. New developments in robotics technology are able to guarantee the 

flexibility, allowing frequent product changes for different models and sizes.  

o Reduction of costs. The introduction of robotics in the footwear industry will enable some 

workers to perform tasks of higher added value and overcome the lack of skilled workers.  
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o Working conditions. Robotics will reduce the potential risks for workers sin come 

operations (dust, gases, mobile parts, efforts...).  

 

 Autonomous and near-autonomous vehicles (maybe in large companies. For SMEs, other solutions 

could be better (belt conveyors, slide conveyors, gravity roller conveyors…)) rather Logistics 4.0) 

Rapid advances in robotics, artificial intelligence, computer vision, and edge computing capabilities are 

resulting in machines that can potentially think, see, hear, and move more deftly than humans.  

Autonomous Vehicles in the form of self-driving cars have become the subject of both hype and 

intense competition among auto majors and technology companies.   

While autonomous vehicles (AVs) may be something new for consumers, they are by no means new to 

the industrial community. Vehicle intelligence that enabled navigation around obstacles has been 

evolving for many years. Automated guided carts (AGCs) designed to follow magnetic tape and deliver 

loads of around 550 kg from point to point were introduced at the beginning of this century. The very 

next year saw the introduction of automatic trailer loading (ATL) technology that was more advanced 

than that of an AGC and aided warehouse loading activities. Automated guided vehicles (AGVs) later 

followed in 2007. AGVs are computer-controlled mobile robots with roller beds or forks for material 

handling, whereas AGCs are limited to carrying a frame that holds many parts and products. In the last 

10 years, AGVs began using computer vision, localisation, and mapping capabilities for navigation, so 

they became easily reprogrammable, meaning the warehouse required no infrastructural changes in 

the layout that affected the path used by the AGV, nor any new cables, magnetic strips, or reflectors.  

Industry leaders have already identified the AGV opportunity, likely to be a €2.4 billion market by 

2023, so while we currently find AGVs mainly in warehouses managing inventory, we should soon see 

them in healthcare, hospitality, and other spheres where they can replace repetitive and laborious 

tasks. 

AGVs are part of the available tools to automate logistic operations in order to improve efficiency and 

use labour in higher value-added processes. AGVs are probably indicated for internal logistics 

management in large footwear producers, although for most of the industrial fabric, mainly made up 

of SMEs, there are other tools that can be more interesting and efficient, such as ERP systems, 

artificial intelligence applied to logistics, RFID systems, conveyor belts, gravity movement systems, 

automatic classifiers, etc. As an example, the combination of automatic sorters and RFID systems 

allows to know the inventory in real time and prepare the orders in a semi-automatic way, allowing 

the employees of this section to increase their productivity and to be able to manage more orders in 

the same time.  
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The common aim of these technological tools is the maximum use of time in processes that generate 

value, trying on the one hand to reduce to a minimum the necessary movements and on the other 

hand to decrease the labour force in these repetitive processes, in order to increase the 

competitiveness of manufacturers.  
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EDUCATION 
 

1. Work organization and work design in the digital industrial age  

 

Industry 4.0 brings countless transformations to the companies, not only concerning the production 

process, the company’s organizational method, but also, the skills required for the workers to fit in this 

new model. As the labour market evolves the workers need to learn new methods to develop their 

functions incorporating the advances of Industry 4.0. 

The development of Industry 4.0 will be accompanied by a change in the tasks and demands aimed for 

the human workforce. Being the most flexible element in cyber-physical production systems, workers 

will be faced with a large variety of jobs ranging from specification and monitoring to verification of 

production strategies. Through technological support it is guaranteed that workers can realize their 

full potential and adopt a role as strategic decision-makers and flexible problem-solvers. The use of 

established interaction technologies from the consumer goods market seems to be promising.  

The social challenge in industry 4.0 contemplates three different sustainable approaches: 

1.  Increasing the training efficiency of workers by combining new ICT technologies, e.g. virtual 

reality head-mounted displays with learn instruments;  

2.  Increasing the intrinsic motivation  and  fostering  creativity  by  establishing  new  CPS-based 

approaches of work organization and design, e.g. by implementing the concepts  of  flow  

theory or  using  new  ICT  technologies  for implementing  concepts  of  gamification  in  

order  to  support decentralized decision-making;  

3.  Increasing the extrinsic motivation by implementing individual incentive systems for the 

worker, e.g. by taking into account the smart data within the product life cycle for providing 

individual feedback mechanisms. 

As manufacturing processes are becoming more and more flexible, both in terms of their activities and 

in terms of their physical spaces, different forms of work organisation are emerging, and this will 

inevitably affect worker-enterprise relationships.  

The SatisFactory Project developed a toolkit that allows supervisors to manage machinery and human 

resources in real-time. It takes into account the workers’ skills, in order to match each task to the 

required expertise of the worker and his experience. It also provides statistics that help evaluating the 
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workload, the workers’ experience, and the condition of assets (The 4th Industrial Revolution, 

European Commission 2018).  

It is expected that the 4th Industrial Revolution will change the future job profiles, but it will also affect 

the way work on the shop-floor can be organised and how “human centred manufacturing “could 

empower workers. The change from a mass production model to a mass customisation model also 

implies challenges to the way the work and resources are organised within a factory. New ways of 

working using new tools, processes and approaches will be needed in factories of the future (FoF) in 

order to better assess the machinery, skills and workforce resources needed to increase flexibility, 

agility and competitiveness.  

For the footwear manufacturing sector, it could mean more flexibility and effectiveness in responding 

to the market thanks to the possibility to access a vast quantity of information and process data that 

can help to increase efficiency. But it also means finding the right balance between knowledge, 

artisanal skills and automation in new production settings that would also enable businesses to 

shorten production chains and production costs. 

Future workers will need to be highly trained in the emerging technologies but also, as importantly, in 

the values associated with using those technologies. In the future, we must not only possess the ability 

to develop the technology but also to know whether, when, and where to use that technology. 

Therefore, schools need to adapt to the demands of the fourth industrial revolution and have the 

obligation to come out of its shell, its hermetic spaces and try to give as many opportunities as 

possible by creating the adequate contexts for students to be prepared for the future jobs. The 

problem in the future could not be the lack of employment, but the shortage of skills that the new 

jobs will demand. 

Therefore, the question that arises is how can schools adapt to these demands? 

 

1.1 Impact of new technologies in schools  
 

As previously mentioned in order to accompany the evolution in the different market schools will need 

to better prepare their students so that they have the skills to adapt to a labour market that is 

constantly in evolution. This reality will have a profound impact in the importance of learning, 

requiring a fundamental re-educating, whilst the relentless speed of innovation will constantly 

demand new skills and knowledge.  

 

https://ec.europa.eu/info/sites/info/files/4threvolution_p4p-report_2017.pdf
https://ec.europa.eu/info/sites/info/files/4threvolution_p4p-report_2017.pdf
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Students need to understand how they can correlate, use and apply different knowledge in diversified 

contexts, what they really mean and how they can create synergies among different subjects to 

develop/create “something” that connects to the real world. This takes us to another very important 

point: students need to work in a framework of projects and from there they need to collaborate with 

their colleagues, with their teachers and with the outside world. They need to develop new ways of 

communicating; they need to be put in front of complex situations to develop critical thinking and 

complex problem solving and to learn how to be imaginative, creative, adaptable, flexible and to 

develop “brain elasticity”. 

In other words, Industry 4.0 will require schools to produce a new kind of worker— a worker able to 

keep track of the technological developments and, that is able to acquire new knowledge and 

implement it in his daily activities. Tomorrow’s industry workers must possess new skills, so they are 

able to adapt, to manage, and to take advantage of Industry 4.0. They must be critical thinkers, 

problem solvers, innovators, communicators, and provide value throughout the value chain. Also, they 

must be able to see beyond the technology at play to the implications for society for the use of that 

technology. 

Below we describe some of the technologies and new methods that schools (from high schools to 

business schools) must take into consideration when remodelling their way of teaching. 

 

 Microlearning Technologies 

With the forth industrial revolution we have witnessed the appearance of a new learning paradigm - a 

digital approach that can effectively and quickly close knowledge gaps. This new approach appeared in 

a point of time in which it is no longer enough to rely in the knowledge previously acquired by the 

employees, alternatively it is crucial to make sure they are continuously learning new methods and 

techniques and, therefore, making sure they are able to follow market trends. 

That being said, microlearning means disaggregate content into small parts or units (making the 

learning materials more compact) and, using time flexibility with short activities when and as the 

learners need them. Some of the advantages of using microlearning are that it is avoided the 

information overload, it is promoted a learning experience step by step and, by incorporating short 

and logically structured lessons, microlearning helps to close any skill gaps employees have. 

Finally, it important to keep in mind that as this technology provides on demand information 

completely adapted to the workers’ needs, it will also play an important role in increasing the workers’ 



  

36 
 

motivation and learning outcomes. With future staff training methods, content will no longer be 

prescribed for each individual employee. Instead, employees and their managers will construct 

individualized programs based on career plans and performance goals. 

 

 Mobile Learning 

Mobile learning involves the use of mobile technology, either alone or in combination with other 

information and communication technology (ICT), to enable learning anytime and anywhere. Learning 

can unfold in a variety of ways: people can use mobile devices to access educational resources, 

connect with others or create content, both inside and outside classrooms. 

This way of learning enables the reduction of time reserved for learning only, allows a faster updating 

of content when compared to more traditional methods of teaching and, thus, gives a better 

qualification to the professionals that the institutions form.  

One of the advantages of these technologies is that it allows taking learning to places where it is 

harder to get. For example, in some companies due to the nature of their activities or to the schedule 

of their workers it may be hard to enrol in a training course. Therefore, mobile learning may just be 

the perfect alternative, given that it provides knowledge at distance and, contents are up to date. 

At last, it is important to take into consideration that mobile learning doesn’t aim at replacing the 

conventional learning approaches; instead, this technology is a complementary tool, being a mean of 

interaction and helping the students in their activities.   

 

 Virtual & Remote Laboratories 

Laboratory experiences are essential in any educational field as they provide practical training in 

addition to the fundamental theories taught in lectures. Simultaneously, with the recent technological 

developments students have been able to use existing online labs, created independently, as a tool in 

which users can perform tailored experiments. 

However, the limited resources and restricted budgets of universities and of some companies and the 

large amount of students and/or workers sometimes make the available resources at the laboratories 

insufficient, which complicate the task of providing quality experimental training. 
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Taking advantage of new communication technologies such as the Internet and computing tools like 

virtual instrumentation, the available resources can be shared, developing and implementing 

collaborative schemes and e-learning environments that allow the access to practical training to a 

larger amount of students/workers, regardless of their location. 

A Virtual Lab can be described as a website or a software for interactive learning based on the 

simulation of a real problem or phenomena.  It allows students to explore a topic by comparing and 

contrasting different scenarios, to pause and restart the application for reflection and note taking, and 

to get practical experimentation experience online. 

The common case for all virtual labs is that real experiments are virtualised or simulated using 

software, in most cases dealing with a challenge close to reality. The actor is performing his actions 

from a distance by using an ordinary computer system sending his input over a network (in most cases 

involving Internet transmission) to a receiver system which will be in most cases linked directly to the 

virtual lab. In specific cases a virtual lab may involve different virtual machines (as in a network 

experiment, where students have to set-up a network infrastructure from a distance) or additional 

server systems (database systems among others) which are necessary for the virtual lab. The system 

itself directly sends the feedback over the communication channel back to the actor’s personal 

computer. 

On a similar note a Remote Lab (or online lab) enables actors (such as students or employees) to carry 

out experiments over the Internet which are normally performed in real-time physical studies in 

educational laboratories. In a remote lab, the actor is connected by a personal computer (or any other 

device, like a smart phone or tablet pc) to the Internet. The actor is performing by utilising specific 

software or just by accessing a web application running in any common web browser. The user’s 

actions are transmitted to a receiver system (in most cases a computer system) with a public IP 

address. 

Virtual and remote laboratories reflect a movement among education institutions to make the 

equipment and elements of a physical science laboratory more easily available to learners from any 

location, via the web.  

Institutions that do not have access to high-calibre lab equipment can run experiments and perform 

lab work online, accessing the tools from a central location. Users are able to manipulate the 

equipment and watch the activities unfold via a webcam on a computer or mobile device. This 
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provides students with a realistic view of system behaviour and allows them access to professional 

laboratory tools from anywhere, whenever they need.  

Additionally, remote labs alleviate some financial burden for institutions as they can forgo purchasing 

specific equipment and use the remote tools that are at their disposal. 

 

 Interactive learning 

Currently the learning process is not limited to a set of books that combine text and images. 

Alternatively, some manuals are already used in combination with other online materials that contain 

additional information on a given subject; videos, animations, and other resources that support and 

complement the learning process. This reality gives students a broader perspective that allows them 

to learn new contents and encourages their interaction with teachers and their colleagues. 

Additionally, teaching professionals are increasingly bringing real problems to the classrooms and thus 

working together with the students in order to identify potential solutions. 

 

 Mobile devices and tablets educational apps  

Mobile devices have revolutionized the educational context. In fact, the use of devices such as mobile 

phones and tablets allows instilling new forms of learning and even stimulating the creativity of 

students, for example, trough the use of 3D graphics. Additionally, it provides several educational 

games and makes the learning process more engaging and interactive. 

It is also important to highlight the role of e-books that have gained greater relevance over the past 

few years. The main advantage associated with this kind of books is that students can carry hundreds 

of books without difficulty.  

Mobile devices can hold hundreds of textbooks, plus quizzes, homework and other related files thus 

eliminating the need for physical storage of books. For all the students who are very excited to watch 

the videos, diagrams or Infographics, eBooks provide richer experiences and expands learning 

opportunities to students. 

 

 Different learning sources  

In a context of constant technological evolution, new forms and methods of learning are emerging, 

some of which have a significant impact on the way students and teachers share information and also 

on how the institutional objectives of the learning process are defined. 
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Tools like Google Apps allow students and teachers to share documents online and even make 

correction and changes to them on the screen in the classroom. In addition, there are already some 

applications that help teachers organize all the resources they will make available for students, 

enabling a more adequate structuring of the need of each individual. 

Finally, we can not fail to mention that in these days’ students and teachers can have all the 

information they need at a distance from a click. Effectively, nowadays it is possible to find a high 

volume of information on the broadest topics, available online and easily accessible to all users. 

 

1.2 Importance of the soft skills  
 

The actual educational profile of a typical Industry 4.0 worker it’s not so well developed. Workers 

should be mostly trained in a STEM (Science, Technology, Engineering and Mathematics) but in 

addition to strong domain-specific skills, they also need to excel in general competencies such as 

managerial skills, understanding of specific industries, and the interrelationship of different industries 

in value chains, supply chains, and processes. For example, we have witnessed an increase in the 

demand for excellent communication skills which are crucial for promoting teamwork and a better 

relationship with the customers.  

All of these new competency requirements advocate the development of entirely new qualifications 

that address the interdisciplinary nature of the work. New learning content and teaching methods 

need to be better established and included in vocational education and lifelong learning. To support 

continuing education of workers, the development of new standards to assess formal and informal 

learning is critical. 

In fact, a report developed by the World Economic Forum in 2016 shown that five years from that 

point one-third of the skills that are considered important in today’s workforce would change. This 

report was developed taking into consideration the answers of chiefs’ human resources and strategy 

officers from leading global employers regarding employment, skills and recruitment across industries 

and geographies. 

We can see in the table below the expected evolution of the Top 10 skills between 2015 and 2020. 
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FIGURE 4- TOP 10 SKILLS BETWEEN 2015 AND 2020 

 

The most impressive change is seen in the importance of Creativity, as this has become one of the top 

three skills workers will need (whilst in 2015 was the last one in the top 10). In a reality where new 

products are constantly entering the markets, new technologies become available and news ways of 

working are developed, workers will need to be more creative in order to remain a valuable choice in 

their company. 

On a similar topic, Deloitte conducted the Millennial Survey in 2018, a survey of 10,455 millennials 

across 36 countries, which aimed at evaluating how millennials feel about business and about Industry 

4.0, among other aspects. One of the results of this survey shows that millennials strongly feel that the 

soft skills have become increasingly more important and that they will be crucial to assure the success 

of different businesses. 

In fact, they refer that “Though technology is increasingly augmenting work today, respondents are 

looking for guidance that’s far broader than how to use that technology. Perhaps sensing that 

automation can free them from repetitive and mundane tasks to focus on assignments that require a 

more personal touch, young professionals are especially seeking help building confidence, interpersonal 
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skills and - particularly for Gen Z—ethics/integrity aptitude. In their view, businesses are insufficiently 

focusing on nurturing these and similar soft skills.  

More than a third of millennials (36 percent) say it is “essential” to a company’s long-term success that 

its employees and leaders have strong interpersonal skills, but only 26 percent are offered much help or 

support in developing them. A similar support deficit exists in the areas of confidence/ motivation, 

ethics/integrity, critical thinking, and innovation/creativity. 

 In synthesis, new learning content and teaching methods should be better established and included in 

vocational education and lifelong learning in order to support the continuing education of workers, 

the development of new standards for assessment of formal and informal learning. With the fourth 

industrial revolution, the emergence of a new learning paradigm can effectively and quickly close 

knowledge gaps. 

In the context of technological, environmental and demographic change, schools and companies 

should promote productivity and employability through an appropriate supply of relevant knowledge, 

skills and competences throughout people's working lives, responding to current and future labour 

market needs. Everyone should make the necessary investment in both initial and continuing 

education and training. They should work together with social partners, education and training 

providers and other stakeholders to address structural weaknesses in education and training systems, 

to provide quality and inclusive education, training and life-long learning. They should ensure the 

transfer of training entitlements during professional transitions. This should allow everyone better to 

anticipate and adapt to labour market needs and successfully manage transitions, thus strengthening 

the overall resilience of the economy to shocks. 

 

2. Training and continuing professional development of Industry 4.0  
 

 Workers and entrepreneurs must understand they need to be updated regarding new and emerging 

technologies. Every company, regardless of size or industry, is under the pressure to upgrade its 

technology in order to stay competitive. The other question is attitude of workers and managers and 

their perception of the need of modernization. Particularly when we talk about automatization of 

industry which is considered to be based on extensive use of manual work, as it is in case of footwear 

industry. At the moment, due to changes in the labour market and increase of salaries of the workers 

the potential automatization and reduced dependence on manual work is considered an advantage. 

Even some systems/technologies are successfully deployed, some new tools don’t meet all 

expectations. This is because often, when new systems are introduced, companies do not focus on 



  

42 
 

employee adoption. People accustomed to using specific tools and following certain procedures tend 

to be resistant to new methods. Successful adoption of digital tools requires leadership through the 

adoption phase. The sooner the employees fully embrace new technologies, the sooner the company 

will begin to see a strong ROI. There are differences in perception of the progress need regarding the 

managers and workers. For managers, the potential barrier is a fear that the new investment may not 

bring profit and can even cause financial problems due to overinvestment. Therefore this process 

requires involvement of many specialists, including technicians and economists. According to a study 

by MIT Sloan Management Review and Capgemini Consulting, the vast majority of managers believe 

that “achieving digital transformation is critical” to their organizations. However, 63% said the pace of 

technological change in their workplaces is too slow, primarily due to a “lack of urgency” and poor 

communication about the strategic benefits of new tools. Therefore, one should assure that the 

Employees understand why the new technology is an improvement from what they had before. The 

job of a manager is to help people cross the bridge — to get them comfortable with the technology, to 

get them using it, and to help them understand how it makes their lives better. Leaders should expect 

to face luddites, people who aren’t naturally tech-savvy, and naysayers whose knee-jerk reaction is to 

oppose new things. There are always some people who have their routines, and they just don’t want 

to change. Such an attitude persists as long as the organization permits it. Here are some ideas for 

encouraging the adoption of a new technology. Persuading the team to adopt a new technology 

requires putting forth a compelling vision for what the technology is and what it’s going to do so. First, 

you must demonstrate the new service offers, economic and rational benefits for the organization and 

the individual. Perhaps it will help the company quantify its marketing efforts; maybe it will enable 

employees to track customer data more easily. One should help employees understand what’s in it for 

them. Will it enable salespeople to meet their quotas faster — which gives them the opportunity to 

make more money? Or increase productivity in a way that reduces weekend work? The best argument 

for a new technology is “that it will make your life better” customize training. Because familiarity with 

and interest in digital technology varies widely among employees, your training efforts should reflect 

those differences. Some employees might prefer an online training session; others might need a bit 

more handholding and support in the form of a personal coach. One should not to send people who 

are tech-savvy on a course because that’s ineffective and a waste of time and money. Instead, one 

should analyse with your team members what kind of training they’re most comfortable with. During 

the instruction phase, it’s important that you “lead by example,” show that you are investing time in 

learning the new system. Show your humility and empathize with your team about the challenges 

you’re all facing. 



  

43 
 

 

For employers, the need of updating with new technologies seems more passive. Majority of workers 

do not identify with a company and introduction of new technologies may be even perceived as a 

danger. For example reduction of workplaces. Therefore, in this case the process is even more 

complicated because it enforces the company owners to introduce various systems for increase of 

involvement of workers in the process of the company development. The other option is just to ignore 

the workers attitude and introduce new technologies regardless opinions of workers. 

Introducing technological progress into an organization presents a different set of challenges to 

management than does the work of competent project administration. Frequently, however, the 

managers responsible for shepherding a technical innovation into routine use are much better 

equipped by education and experience to guide that innovation’s development than to manage its 

implementation. Most organizations will focus on costs or features rather than ease of use when 

choosing new technology. However, more complex tools will require more research and training. New 

digital tools may never be accepted or fully appreciated if employees find them difficult to understand 

and use. Technology projects may run into delays and even opposition if they require extensive 

configuration or a confusing set of features. They may end up having a negative impact on the 

business objectives. When choosing a new tech solution, it’s important not to get distracted by a 

range of functions that don’t really serve the company needs. Ideally, new technical initiatives should 

involve minimal training. They should be visual and intuitive. Well-designed technology makes it easy 

and natural for users to navigate among tools and features in performing their tasks. Look for 

solutions that are easily learned and applied. Emphasize Its Value and Benefits. The right employee 

attitude can make all the difference. Employees may feel they are being obligated to learn new 

technologies solely for the profit of the company or to justify someone else’s decisions. If so, they’ll be 

far less likely to engage with the new tools and realize their full benefits. Introduce new technology 

not as a mandatory shift in company policy, but as a tool that will make the employees’ work easier. 

Communicate to employees the reasons behind new technology adoptions, and how it can benefit 

them in their jobs. They will be more receptive to change if they feel that it serves a real need and will 

benefit them personally. Explain how it will ease their workloads. Celebrate new accomplishments 

using the adopted technology so they get a real-world context for the value it provides. You could let 

them know how much their productivity improved or how many mistakes were reduced. Let them 

know how that provides reater value to the organization. Engage Early Adopters and Influencers. 

Gettingsenioremployees to lead new initiatives is an effective strategy for supporting change. You 

could make the first phase of new technology deployment a limited release to the teams where it’s 

likely to have the most positive effect. Ensure that the supervisors or other employees whom the rest 
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of the staff looks to for advice and leadership will show enthusiasm. Preferred change advocates will 

be those who have some technical knowledge, a demonstrated need for better digital tools, or can use 

them with the least risk of negative consequences. Make sure that these are high-profile employees 

whose opinions influence their team members or the organization as a hole. Conductan Effective 

Training Program. Adoption of a new technology is a project that should be planned and budgeted 

from the beginning. That includes training to ensure staff will be able to utilize their new tools. 

Training sessions should be limited to small groups so employees can get personal guidance and 

acquire hands-on experience. Be sure to allow plenty of time for questions. Technically-challenged 

employees that have a harder time adjusting to new applications shouldn’t be made to feel 

overwhelmed or leave the class feeling poorly prepared. In order to speed adoption you could provide 

an incentive program where employees that excel with the new tools are rewarded. 

Measure and Adjust Review your HR and manager policies to see that the new technology is 

institutionalized and not merely an option. Set milestones for adoption such as how many employees 

will be using the new tools or how much production should increase by a certain date. Track and try to 

improve the effectiveness of training or minimal interruption of systems. Gather employee feedback 

through out the process. Managers should define specific targets for what each team member is 

expected to achieve with the new technology in use. These goals should be realistic anticipations of 

the results the new technology can provide. Be certain that fair and objective controls and metrics 

have been established as you monitor employee progress. As you gauge the proficiency of your staff 

with the new technology, be sure to connect with those who seem to be having difficulty or are critical 

of the change. Be patient and try to understand the causes of their problems or issues. You may have 

to make additional adjustments, offer further training, or brainstorm for suggestions. Above all, you 

should remain patient and open to feedback. Maintain open channels of communication as adoption 

takes place. Determine baselines for future progress and regularly evaluate data to find opportunities 

for improvement. 

 

In conclusion, adopting new technologies is rarely a smooth process for any organization. It’s 

important to select a tool for its ease-of-use as well as its technical benefits. You can speed technology 

adoption by communicating to employees how the change benefits them, providing adequate 

training, early adoption by team leaders, and incentives for achievement. Perhaps most importantly, 

you should establish metrics to track progress and remain open to employee feedback. 

Principles to remember to do: 

 Win hearts and minds by emphasizing how the new technology benefits the organization and 

makes employees’ lives easier 
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 Encourage adoption by rewarding employees in ways that are most meaningful to them 

 Build the new technology into the routines and rhythms of the workday as soon as possible 

Don’t 

 Pick a technology that’s more complicated than it needs to be; for a swift adoption, select a 

system that’s approachable and intuitive 

 Overlook the importance of getting your most influential employees on board early in the 

process; they will help you bring around others 

 Leap to punish employees who don’t use the technology; penalties should be a last resort if 

incentives and rewards aren’t working 

Long-term training strategies and programs should be created by sectorial and inter-sectorial 

organisations and fostered by the EU. Training should be understood as a way for continuous 

improvement, not as a set of unconnected courses without relation between them.  

Skills on the use of innovative equipment within i4.0 spirit 

 

3. Latest educational technologies trends  
 

3.1 E-learning 

 

There are many terms used to describe learning that is delivered online, via the internet, ranging from 

Distance Education, to computerized electronic learning, online learning, internet learning and many 

others. We define eLearning as courses that are specifically delivered via the internet to somewhere 

other than the classroom where the professor is teaching. It is not a course delivered via a DVD or CD-

ROM, video tape or over a television channel. It is interactive in that you can also communicate with 

your teachers, professors or other students in your class.  

Sometimes it is delivered live, where you can “electronically” raise your hand and interact in real time 

and sometimes it is a lecture that has been prerecorded. There is always a teacher or professor 

interacting /communicating with you and grading your participation, your assignments and your tests. 

E-Learning has been proven to be a successful method of training and education is becoming a way of 

life for many people. E-learning affords students a host of potential benefits over traditional campus-

only programs. It offers some of advantages for students. 

 

a) Cost saving 
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Looking at tuition prices for online programs at traditional schools and for-profit schools, prospective 

students might wonder if e-learning really does have cost benefits. Online programs often cost around 

as much as their on-campus equivalents. However, considerable savings can be found outside of 

tuition: 

•  Transportation  

Students don’t have to pay for public transportation or the gas it takes to get to and from campus, and 

they don’t have to worry about paying for parking. 

•    Food  

Student meal plans can be pricey, and swinging by a café between classes adds up. Online students 

save by eating at home. 

•    Work Time  

Whereas traditional students might have to change their work schedules or reduce their hours in 

order to go to school, online students can go to class without interfering with their jobs, allowing them 

to keep their income while getting their education. 

•    Childcare  

Students with children don’t have to worry about babysitters or daycare programs –and the fees they 

come with – when they take classes from home. 

    b) Convenience 

E-learning students have the advantage of being able to plan their education around their lives, not 

the other way around. While some e-learning formats require students to be at the computer at 

specific times, others offer coursework that can be done at any time of day, any day of the week and 

from anywhere the student chooses. A flexible learning schedule and no commute mean less 

interference with work, family and social life. 

c)  Connectivity 

Although it seems like e-learning would be an isolated experience, online students often find that they 

are more connected to their peers and professors than their on-campus counterparts. Message 

boards, peer review and video-chat study groups facilitate communication between students and help 

bring them together. Professors are often available to answer questions via email, but in environments 

where a professor is not accessible, like in many MOOCs, students rely on one another to ask and 

answer questions about course materials and assignments. Further, e-learning programs attract 

people from an array of locations and backgrounds, so students get to connect with peers they might 

not meet otherwise. 

d)    Improved Access 
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Because all that is needed to learn online is a computer and an Internet connection, e-learning makes 

education more accessible to different students. 

•    International Students  

E-learning allows international students to get credit from U.S. schools without the hassle of moving, 

obtaining visas or finding an exchange program. This means international students have the 

opportunity to take courses that might not be available at a school in their country. Similarly, U.S. 

students can take online classes at universities out of the country without actually going abroad. This 

may be particularly enticing for students enrolled in foreign language programs.  

•    Students with Special Needs  

Online education is a convenient solution for students who have a difficult time getting to and from  

campus due to physical disability. Those with developmental disabilities, social anxieties, or conditions 

like attention deficit disorder may also benefit from the private, self-paced nature of many e-learning 

programs while still getting to ask questions and interact with peers and instructors. Since online 

materials might not be wholly accessible to students with special needs, it is important that students 

let instructors know if accommodations need to be made.  

•    Rural Students  

Sometimes the main barrier between a student and his or her education is that the nearest school just 

isn’t near enough. Students living in rural areas might be dissuaded from attending traditional colleges 

because of a long commute. An e-learning program makes post-secondary education more readily 

available to those living outside of a city or college town. Online classes also afford remote students 

the opportunity to engage with peers who have similar interests but with whom they might not 

ordinarily connect. 

•    Students Seeking Specialized Degrees  

Like international students who lack access to specific courses or education programs, students 

pursuing specialized degrees might not have a suitable program their area. Online education gives 

students access to subject experts from all over the world, allowing them deepen their knowledge and 

add to their credentials.  

 

3.1.1 E-Learning Delivery Methods 

 Fully online: 

The nature of fully-online e-learning programs may be self-explanatory, but students may be surprised 

to find that some fully-online classes require face-to-face meetings. In general, course materials and 

lectures for fully-online programs are delivered via the Internet. Assignments are also turned in online, 

either through email or online submission applications and websites. Even tests may be taken online 
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and graded by an instructor or a computer. However, sometimes students are required to take exams 

or attend class orientation in person. Students who are unable to make it to a physical campus should 

double check to make sure that a course labeled as fully online doesn’t require face-to-face meetings 

or exams. 

 Hybrid: 

Hybrid, or blended, classes combine online learning with face-to-face meetings. Because both online 

and traditional methods are used, hybrid programs can be structured in many different ways with  

varying proportions of online and in-person class time. Usually this depends on the class’s subject 

matter and the level of hands-on learning or lab time needed. Some classes may be taught mostly 

online with just a handful of in-person sessions throughout the term while others have weekly face-to-

face classes supported by online assignments and discussion boards. Hybrid classes are a good option 

for students who want to try e-learning but aren’t sure if an entirely new method of learning is right of 

them. The familiarity of a traditional classroom setting and knowing that a professor is available to 

meet in person can help assuage anxieties associated with the self-driven nature of e-learning. 

  Synchronous 

Not all e-learning classes can be accessed at any time the student chooses. Some require students to 

log on at a specific time to participate in live lectures. These synchronic classes use live video 

streaming as their primary mode of information delivery. Sometimes videos are of an on-campus class, 

and e-learning students may be able to actively participate in asking and answering questions. Other 

synchronous classes may involve an instructor and a group of remote students logging into an online 

group video chat, creating a sort of virtual lecture hall. It’s important that students taking synchronous 

classes have a reliable Internet connection so lectures can be delivered uninterrupted. 

  Asynchronous 

Asynchronous learning is perhaps what most people associate with online education. This style of 

delivery allows students to log in and out of class at their convenience. Materials (including lectures) 

and assignments for the entire course may be accessible all the time, or instructors can post them 

gradually as the term progresses. Asynchronous courses can be either self-paced or directed. 

 Self-Paced  

Most online education programs involve some amount of self-paced learning, but a truly self-paced e-

learning program is one in which there are no set start and end dates or due dates for assignments. 

MOOCs and professional development courses tend to fall under this category. Grading may be done 

by an instructor, computer or even peers. The flexibility of self-paced programs is appealing, but 

because students are only accountable to themselves, those who are very self-driven have the most 

success in completing these programs.  
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 Directed  

Students who want the flexibility of online education but need an outside force to keep them on track 

with assignments should consider directed e-learning programs. Directed courses are typically 

proctored by an instructor and have set beginning and end dates. Some courses allow students to 

choose when their course starts and ends, while term-based courses tend to follow the timeline of a  

school’s on-campus courses. Directed e-learning programs usually have set due dates for assignments, 

but some programs allow students to work with instructors to determine when assignments will be 

turned in.  

 Teacher-Led  

Teacher-led courses tend to be directed. Instructors have an obvious and considerable presence in 

their courses, creating assignments and providing lectures through video, text or other formats. Like in 

face-to-face courses, instructors are available to answer questions, but instead of meeting with a 

professor after class or during designated office hours, both students and instructors have the 

convenience of communication via email or video chat. However, in-person meetings can sometimes 

be arranged and may even be required by the instructor. Digital-Only  

Some e-learning programs exist without an active instructor. Digital-only education programs use a 

variety of web-based media to teach courses, like animations, interviews, lectures and text. Video or 

text lessons may be followed up by a set of problems or a practical activity to see how well the student 

understands the material. For instance, a coding course might actually have a student create some 

code after watching an instructional video. Although an instructor does not actively contribute to 

lectures or assignments, one may grade assignments. However, grading is often done by computer or 

is outsourced to professional graders around the world. 

 

3.2   Virtual reality, augmented reality and mixed reality 

 

Virtual and augmented reality, and Mixed Reality too, will definitely be confirmed as the most 

important trends in education technology for 2018. Thanks to the release of affordable accessories, 

MR will move from experimental technology to a new way of teaching and learning, that will allow 

schools to experience lessons in a completely new way, for example by virtual travelling in past ages or 

to inaccessible places, by simply wearing a MR headset or looking up at a smartphone. Generally, the 

mixed reality solution allows students to interact with physical elements and learn in a more engaging 

and fun way. 

There are two ways Mixed Reality can be used in the classroom. The first is more traditional, it 

involves a desktop set up in which students explore a virtual environment using computer, keyboard, 
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mouse, or some other input device, for example a wireless controller: this is properly defined as 

Virtual Reality. 

The second is what today we use to identify as actual MR: it is the fully immersive experience that 

requires students to wear an HMD (head mounted display) and motion controller, through which they 

can interact with an environment produced by a mix of real and virtual worlds, where physical and 

digital objects co-exist. 

Thanks to this Mixed Reality, students can touch and manipulate objects generating a greater 

understanding of them, and it this doesn’t stop here. Students can also interact with data sets, 

complex formulae and abstract concepts which could be more difficult to understand through 

teacher’s verbal instructions. For many students, in fact, learning by doing is easier than learning by 

listening. This second kind of Mixed Reality provides a more engaging, fun and effective learning 

experience than the first one and, it goes without saying, than all the other traditional educational 

methods. And this is true for any subject: 

Hard Science, Biology, anatomy, geology, astronomy: Subjects like these – traditionally considered as 

the most complicated – gain new learning opportunities thanks to the interaction with dimensional 

objects, human bodies, animals and environments. 

Social Studies: Many classes around the world have already experimented MR tools to design 

architectural models, to recreate historical or natural sites, to explore foreign Countries and get in 

touch with new, different cultures. Topics related to literature or economics finally became “real” and 

“touchable” thanks to the deeply immersive sense of place and time, provided by Mixed Reality 

devices. 

Creativity: MR enhance the collaboration among students, teachers and external educators, offering 

the possibility to work remotely together. Let’s imagine a designer inviting a class in his office for a 

special workshop, a craftsman guiding students around the factory plant, making them collaborate on 

a common activity. Benefits of Mixed Reality in the classroom 

Mixed Reality gives professional educators new innovative possibilities to explore with learners thanks 

to its features:  

•    Engaging: direct experience generate an effective way to captivate those students who struggle, or 

it can just provide another opportunity to boost the engagement during lessons at school.  

•    Universal: regardless of social, economic or geographic disparities, MR at school brings together 

people and encourage human interaction. 

•    All-purpose: as said before, Mixed Reality can be used to teach any topic, because it is easier to see 
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and hear something instead of having it explained, above all with abstract concepts. 

•    Faraway worlds: using MR devices, students and teachers can go back in time, interacting with 

objects, animals or human beings that are no longer existing: dinosaurs and primitives get a new, 

more realistic image in learners’ minds. 

No geographical limitations: it is not always simple to plan the perfect school trip. Students’ safety, as 

well as school’s budget, often affect the range of choices when it is time to decide where to go. 

Thanks to MR, the class has no more limits. Having a walk through the footwear manufacturing plant, 

as well as visiting the other industrial objects, is now possible whenever we like. 

 

3.3    Cloud Technology 

 

With the cloud technologies, students will no longer have to worry about losing important documents, 

transposing heavy books or exchanging educational materials with USB sticks. All the documents 

necessary for teaching will be shared in the joint network, to facilitate the teachers’ tasks and the 

pupils learning. The trend is strongest than ever in 2018, and there are many solutions for cloud-based 

technologies. 

Technology is a fundamental element of today’s society, always with us in our daily lives. Cloud-based 

technologies are becoming increasingly essential in students’ routine, both in and out of their 

classrooms. Thanks to cloud computing, teachers and students are able to better interact and get 

connected, and they can manage information in a faster and more dynamic way. 

In this article we will explain you how cloud computing is changing – and enhancing – education 

through 5 specific advantages: 

1. Cloud-classrooms: improving communications and interconnections 

Cloud computing helps in those situations when students cannot enter a classroom or attend normal 

classes. Video lessons and chat sessions with the teacher via instant messenger services or video 

messaging programs allow students to access education even if they are in remote areas of the world, 

or if they are in critical physical conditions, unable to move from their homes. Instant messenger 

services and video messaging programs are also amazing in the students-to-students communications. 

Classes from different countries can share their knowledge learning foreign languages or geography. 

This technology is very simple: teachers just need to set up sessions where students can use 

technology to talk to each other. 

2. Cloud-based information means updated education Textbooks are expensive to print and this 

means that many of the materials students are using may be outdated. Cloud-based textbooks are 
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easy to update in real time and allow students to access to the most current learning materials. 

3. No more textbooks: culture and knowledge accessible to everyone. Cloud-based textbooks can also 

solve the problem of access to culture as the digital content is significantly more affordable than the 

printed one. 

4. Group projects become simpler to manage Thanks to cloud-based technologies, students can enjoy 

their group projects gathering together even if they are in different places. They can communicate and 

complete tasks by interacting online whenever they want and wherever they are. Group members and 

teachers can share the results of their work online, adding comments or editing the project in real 

time, even from different devices like smartphones or tablets. Cloud-based textbooks help to reach a 

noble goal by redistributing culture and knowledge as lower-income students can finally have the 

same access to learning materials as higher-income students. 

5. Storage and accessibility: an unlimited learning Cloud-based computing solves the problem of 

information storage once and for all thanks to mass storages where schools, teachers and students 

can upload documents, photos, textbooks and other materials with instant access whenever they 

need them. 

Using the cloud-base technology the education system can build an endless storage of learning 

information with an unlimited potential of usage. Any data stored in a cloud-based system can be 

accessed from any device provided with an Internet connection. 

 

3.4    Mobile Education 

 

Each of today’s students owns a mobile device, even at a K-12 age, and educational technology can 

open wider horizons by exploiting the applications and the tasks that can be implemented remotely. 

With the high costs of interactive whiteboards and a greater connection between students and 

teachers, the mobile learning approach seems to be one of the most promising trends in this 2018. In 

2001, Marc Prensky, the American writer and speaker on education known as the inventor of the term 

Digital Native, wrote: “Our students have changed radically. Today’s students are no longer the people 

our educational system was designed to teach”. In his work “Digital Natives, Digital Immigrants” (On 

the Horizon, MCB University Press, Vol. 9 No. 5, October 2001), Prensky explained how digital natives 

are being exposed to more gadgets and technologies than ever before, and he makes us understand 

why today’s students don’t just want mobile learning, but they need it, because it is what they are 

most used to interacting with in their everyday life. 
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Smartphones and tablets can be considered mainstream devices: they are present in the daily lives of 

millions of students, and, if used in the right way, they can act as engaging platforms to immerse the 

Generation Z into the educational content anywhere and anytime, interacting with that content in 

ways that were not previously possible. 

Many schools and universities throughout the world have already understood the potential of mobile 

learning, adopting – or planning to adopt – mobile technologies in their courses. Let’s discover in the 

next paragraph how this decision can improve the learning experience of their students. 

5 ways mobile learning enhances the educational experience 

Mobile phones traditionally have a bad reputation in schools, but this is starting to change. Instead of 

banning smartphones, some forward-thinking educators are actively transforming them in versatile, 

motivating and active educational tools. Here are 5 ways mobile devices enrich the learning process 

for students. 

1) A customised education anytime and anywhere 

Combining the convenience of mobile devices – less and less expensive and easy to carry continuously 

throughout the day – with the power of Artificial Intelligence (here you can learn more about how AI is 

transforming education), mobile learning broadens the educational opportunities, allowing students 

to access a high-quality content, customised to their different needs, approaches and levels, wherever 

they are and whenever they want. 

2) Helping students with disabilities 

By now all smartphones and tablets are equipped with features that allow users to adapt the content 

to their needs, for example expanding the text they’re reading, or using voice-transcription, 

geolocation and TTS (text-to-speech) systems. It’s easy to understand how elements like these 

significantly facilitate and improve the learning experience of students with physical disabilities, all in 

one place: their mobile devices. 

3) Immediate feedback and evaluation moments 

Smartphones and tablets allow users to send messages in a fast, cheap and reliable way. Students and 

teachers can use them as real-time communication channels, facilitating the exchange of information 

and simplifying the evaluations. Students can have direct access to feedbacks and advancement  

indicators, making immediate adjustments to reach their goals. 

4) Connecting formal and informal education 

Through mobile learning, students can access additional materials to clarify the concepts introduced  



  

54 
 

earlier in the classroom. This means that the learning process continues out of the classroom too, 

connecting the formal environment (school or University) with the informal one (home). Using mobile 

technology at home, students complete the passive activities done in the classroom (such as listening 

to lessons or memorizing information), with more time to discuss and share alternative 

interpretations, also working in a collaborative way to prepare new activities and ideas that will take 

place within the next lesson. So, mobile learning can give students more opportunities to cultivate 

their skills at home becoming more productive in the classroom.  

5) Education can reach even the most difficult areas in the world 

Mobile devices can help to guarantee the access to education also in remote areas, or in those 

countries afflicted by critical situations such as wars or natural disasters. This happens because mobile 

devices, in addition to the various features mentioned above, are easier to be repaired than other 

infrastructures or devices. 

 

4.   Technology and art 

While the STEM subjects are covered and easily integrated with the new technologies, 2018 will lead 

teachers in the STEAM (Science, Technology, Engineering, Math + Art) programs to develop the artistic 

inclinations of the students – and not only the scientific ones – through technology. Adding art to the 

mix, in fact, can help students to develop critical thinking and to have a more creative approach to 

problem solving. 

 

5.   Enhancing Creativity 

Thanks to tools like Mixed Reality and other ways through which students can experience fun while 

learning, in 2018 there will be the rise of creativity as a driver for educational processes and new 

learning technologies. 2018 will see more and more attention in helping the students to give space to 

their creativity through gamification activities and interactive groups. Technology, in fact, is a great 

medium for pupils to experiment, discover and express themselves. 

 

Gamification 

Gamification is the application of game elements or mechanics in a non-game context. For millennials 

who grew up in a digital world, some of whom have averaged 10,000 hours of game-time by the time  
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they’re 21, attention-grabbing content delivery via gamification can significantly enhance motivation 

and engagement in a learning environment. 

Ribbon Hero is a Microsoft Office game that puts this theory into practice, by teaching students how 

to use Microsoft Office through a set of challenges. The game provides immediate feedback, an 

overview of progress, and a social sharing feature to encourage continued engagement. 

Serious games/virtual worlds 

In contrast to gamification, serious games are simulations of real world events designed specifically for 

educational purposes. They are strong examples of technical, scenario-based training that benefits 

from complete immersion in an environment that may be difficult to replicate in the real world. 

Various examples can be found on Serious Games Interactive, including wind power safety and PTSD 

assessment. 
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NATIONAL AND EU POLICIES 
 

1. Improving digital literacy 

 
New technologies are transforming the world by redefining customer expectations and enabling 

companies to meet these new expectations and change the way people live and work. Digital 

transformation has immense potential to change the lives of consumers, create value for business and 

liberate broader social benefits. 

In collaboration with Accenture, the World Economic Forum launched the Digital Transformation 

Initiative in 2015 to serve as a focal point for new opportunities and issues arising from the latest 

developments in the digitization of business and society. It supported the broader activity of the 

Forum related to the Fourth Industrial Revolution.  

Since its inception, the Initiative has analyzed the impact of digital transformation in 13 sectors and 

five intersectoral themes to identify the key issues that allow the value generated by digitization to be 

captured for business and society at large. Based on these themes, they have developed a series of 

imperatives for business leaders and politicians who seek to maximize the benefits of digitization. They 

have engaged more than 300 executives (both global leading companies and new technology 

deregulators), government leaders and politicians, and academics. 

Europe may be at the beginning of a new industrial revolution, considered the fourth innovation and 

therefore labeled Industry 4.0. The omnipresent use of sensors, the expansion of communication and 

wireless networks, the deployment of increasingly intelligent robots and machines, as well as the 

increase of computational capacity at low cost and the development of "big data" analysis, have the 

potential to be manufactured in Europe.  

This new digital industrial revolution promises greater flexibility in manufacturing, mass customization, 

higher speed, better quality and greater productivity. However, in order to capture these benefits, 

companies will need to invest in equipment, information and communication technologies (ICTs) and 

data analysis, as well as in the integration of data flows across the entire value chain. 

The EU supports industrial change through its industrial policy and through research and 

infrastructure funding. Member States are also sponsoring national initiatives such as Industry 4.0 in 

Germany, the Factory of the Future in France and Italy, and Catapult centres in the UK. The need for 

investment, changing business models, data issues, legal questions of liability and intellectual 
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property, standards, and skills mismatches are among the challenges that must be met if benefits are 

to be gained from new manufacturing and industrial technologies. If these obstacles can be overcome, 

Industry 4.0 may help to reverse the past decline in industrialisation and increase total value added 

from manufacturing to a targeted 20% of all value added by 2020.  

The digitization initiative of European industry is an important component of the digital single market 

strategy, which aims to make the EU single market appropriate to the digital age. Complementing the 

various national initiatives for the digitization of the industry, the DEI strategy is structured in five main 

aspects: 

- European platform of national initiatives on digitising industry;  

- Digital innovations for all- Digital Innovation Hubs; 

- Strengthening leadership through partnership and industrial platforms; 

- A regulatory framework fit for the digital age; 

- Preparing Europeans for digital future. 

The state of industry digitization varies from sector to sector, particularly in the high 

technology and more traditional areas, and between Member States and regions. There are 

also large disparities between large companies and SMEs. Industrial value chains are 

interconnected across borders and the digital revolution brings challenges that can only be 

resolved through a coordinated effort at EU level (Digitizing European Industry, European 

Commission, 2018). Only about 1 in 5 companies across the EU are highly digitized, with about 60% 

of large industries and more than 90% of SMEs feeling "behind" in terms of digital innovation. The 

digital revolution brings opportunities for large and small businesses, but many of them find it difficult 

to know which technologies to invest in and how to secure funding for their digital transformation. 

With the advent of the digital revolution, products and services increasingly combine different digital 

technologies. For instance, connected and automated cars integrate vision systems, robotics, artificial 

intelligence, mobile communication, and more. To build such products, one needs both the digital 

technology building blocks like smart sensors, robotics components, artificial intelligence modules and 

mobile communication systems, and at the same time the means to integrate those building blocks 

into applications.  

Digital industrial platforms integrate the different digital technologies into real-world applications, 

processes, products, and services; while new business models re-shuffle value chains and blur 

boundaries between products and services. 
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To reinforce the EU’s competitiveness in digital technologies, the Digitising European Industry strategy 

(DEI) supports Public-Private Partnerships (PPPs) that develop future digital technology building 

blocks. 

Digital transformation is structurally changing the job market and its nature. These changes may affect 

employment levels, the types of work available and the distribution of income. To make the most of 

the digital transformation and ensure all Europeans are ready for these changes, major investments in 

reskilling citizens are needed. 

The New Skills Agenda has supported a shared commitment and worked towards a common vision on 

the strategic importance of skills to sustain employment, growth and competitiveness. This Skills 

Agenda strengthens and, in some cases, streamlines existing initiatives to better assist Member States 

in their national reforms as well as to trigger a change of mindsets in both individuals and 

organizations. It seeks a shared commitment to reform in a number of areas where Union action 

brings most added value. It focuses on the following three areas of work: 

- Improving the quality and relevance of skills formation; 

- Making skills and qualifications more visible and comparable; 

- Improving skills intelligence and information for better career choices. 

Success depends on the EU and the commitment and competence of many actors, such as national 

governments, regions, local authorities, business and employers, workers and civil society and the 

people themselves, taking advantage of opportunities to make the most of their talents. 

People need a minimum level of basic skills, including numeracy skills, literacy and basic digital skills, to 

gain access to good jobs and to participate fully in society. These are also the building blocks for 

further learning and career development. Around a quarter of the European adult population 

struggles with reading and writing, and has poor numeracy and digital skills. More than 65 million 

people in the EU have not achieved a qualification corresponding to upper secondary level. This rate 

varies significantly across EU countries, reaching 50% or more in some.  

The rapid digital transformation of the economy means that almost all jobs currently require some 

level of digital skills as well as participation in society at large. Collaborative economics is shifting 

business models, opening up opportunities and new routes to work, requiring different sets of skills 

and bringing challenges, such as access to advanced qualification opportunities. Robotization and 

artificial intelligence are replacing routine jobs, not just on the shop floor, but also in the office. Access 

to services, including electronic services, is changing and requires that both users and providers and 

public administrations have sufficient digital skills. 
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To summarize, Europe needs digitally intelligent people who can not only use, but also innovate and 

lead the use of new technologies. Without it, Europe will not be able to embrace this digital 

transformation. The acquisition of new skills is vital to accompany technological development and the 

industry is already introducing innovative training methods. Research and innovation centers can also 

help develop and transfer such skills, acting as catalysts for investment and for creating business and 

jobs (A new skills agenda for Europe, European Commission, 2016). 

 

2. Integrating formal and non-formal learning 
 

The European guidelines for validating non-formal and informal learning are written for individuals 

and institutions responsible for initiation, development, implementation and operation of validation. 

These stakeholders operate at different levels (European, national, sectoral and local) and in different 

contexts in public, private and voluntary sectors; in education and training and in labor market 

services (European guidelines for validating non-formal and informal learning, 2015).  

Non-formal and informal learning aims to become more visible in the labour market or in the 

education system through its identification, documentation, evaluation and certification. It has the 

potential to contribute to achieving the goals set by the Europe 2020 Strategy (European Commission, 

2010) as a tool for better matching skills and labor demand, supporting mobility between sectors and 

countries and combating social exclusion.  

The European inventory on validation 2014 shows that education and training are the main promoters 

of validation of non-formal and informal learning in Europe and that ministries of education usually 

play a key promotion and coordinating role. Validation is seen as linked to education and training, 

potentially limiting its role, for example, in business and the voluntary sector. The VET sector has been 

one of the main proponents of validation of non-formal and informal learning in Europe. Its close 

relationship to the labor market and strong traditions in work-based learning has aided validation. 

Widespread use of learning outcomes and competence-based standards has also supported that are 

easier to relate to previous work experience. It is reasonable to expect that the VET sector will 

continue to play an important role in validation.  

Validation is particularly important to adult education and training and as a way to support lifelong 

learning. In many countries, adult education providers play a key role in implementation. Validation is 

far less common in relation to higher education qualifications than VET. Higher educations institutions 

are normally more autonomous and determine the scope and possibilities for validation on their own 

(European inventory on validation of non-formal and informal learning, 2016).  
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3. Rethinking the roles of educators 
 

Rethinking Education was established in 2012 to reform education systems across the EU in order to 

meet the growing demand for higher levels of skills and reduce unemployment. The initiative focuses 

on three areas in need of reform: quality; accessibility and funding. The reforms should be designed 

to, raise basic skills levels; promote apprenticeship; promote entrepreneurial skills and improve 

foreign language skills.  

With labor markets and the demand for new skills, education systems need to adapt so that they can 

cope with the rising demand anticipated over the next decade. Despite the widespread investment 

among the different countries, education systems in several EU countries are still unable to meet 

these challenges, and EU countries still fall well short of the target of fluency in two foreign languages 

for all school-leavers.  

Each EU country is responsible for its own education and training systems. European policy aims to 

support national measures and help address common challenges such as the aging of society, the lack 

of skilled workers, technological developments and global competition. Cooperation in this area will 

take place in the strategic framework for education and training for 2020 (Education and Training 

2020).  

ET 2020 provides a forum for the exchange of good practices and mutual learning, which allows the 

collection and dissemination of information and factual information on effective measures and 

providing advice and support for policy reforms. The policy objective of increasing the number of 

young people with higher education qualifications has been translated into a number of large-scale 

initiatives to widen participation in general and in particular among under-represented groups. Most 

countries are doing this by providing targeted support to disadvantaged groups, improving access 

routes to higher education and reforming their systems of student support.   

Literacy, numeracy, basic maths and science are key foundations for further learning (Education and 

Training Monitor 2012), and are a gateway to employment and social inclusion. These skills are 

nonetheless being redefined by the ongoing digital revolution, as new forms of reading and writing are 

evolving and, the diversity of information sources are changing their very nature. 

The reforms have introduced national standardised tests; established an infrastructure of literacy, 

maths and science centres; created teacher networks and continuing professional development; and 

stepped up action to improve digital and media literacy. Nevertheless, underperformance remains and 
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addressing low achievement is now urgent. Member States need to introduce new systemic reforms 

to strengthen early screening and intervention for learning difficulties and to replace repetition or 

ability grouping with increased learning support. These efforts within compulsory schooling need to be 

preceded by high-quality, accessible and affordable early childhood education and care. They should 

be complemented with family literacy and numeracy programmes as well as high quality adult basic 

skills programmes, particularly through workplace learning (Rethinking Education, 2012). 

Language learning is important for jobs and also needs a particular attention. In a world of 

international exchanges, the ability to speak foreign languages is a factor for competitiveness. 

Languages are more and more important to increase levels of employability and mobility of young 

people, and poor language skills are a major obstacle to free movement of workers. Business also 

requires the language skills needed to function in the global marketplace.      

The European Commission will continue to take action and pursue discussions designed to ensure that 

education systems introduce new teaching and learning methods by 2020 that will enable them to 

equip students with the right skills for employment. 

 

3.1 Implications of EU Industrial for Industry 4.0  

 

EU economies are being transformed by the emergence of “ new manufacturing models” driven by a 

wave of technological changes: the pervasive diffusion of digital technology; new business models; 

new forms of demand and access; and a sustainable innovation agenda.  Advanced technologies are 

currently fueling   the   so-called "fourth industrial revolution", with the potential of transforming EU 

industries and creating a big growth of the European economy. Rather than    creating    new 

industries, the greatest digital opportunity for Europe lies in the transformation of existing industry 

and enterprises. 

Answering to the challenges, most of the EU governments have made I4.0 a priority adopting large-

scale I4.0 policies to increase productivity and competitiveness and improve the high-tech skills of 

their workforce. I4.0 policies differ in their policy design, funding approaches and implementation 

strategies. However, the national authorities are aware of the policies of their peers, lacking more 

systematic cooperation and exchange of good practices.  

Industry 4.0 policies are all part of an overarching framework or strategy, reflecting the priority status 

I4.0 enjoys in Europe. In particular, these wider frameworks or strategies lay out the overall vision and 

approach of the research, innovation and industrial policies. Member States’ I4.0 policies show great 

overlaps in the objectives and targets they follow. The majority of policies aim at strengthening the 
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respective country’s industrial competitiveness and modernization and better ensuring the sustainable 

growth of the manufacturing sector. Regularly, economic objectives are combined with social and 

environmental objectives. 

Regarding the barriers facing I4.0 policies there are some aspects to take into account. Resource 

deficiencies and effective engagement of SMEs have challenged the implementation of some 

initiatives. Like any other large-scale policy project, initial public funding is crucial for I4.0 policies to 

pick up speed and build up the capacities needed for effective program operations (Digital 

Transformation Monitor, 2017).  

Due to the enormous potential of Industry 4.0 policies, it is essential that Europe leverages its 

combined know-how to fully exploit the benefits of advanced technologies. While EU funding on 

topics of 4.0 is provided through several research programs, better coordination at EU level of national 

policy efforts allowing for effective knowledge and best practice sharing seems indispensable. The 

Digital Transformation Monitor (2017), suggest a need for coordination at EU-level, a first step in this 

direction would be to create a forum to ensure that valuable policy lessons are identified, collected 

and disseminated across Member States and industries. In a second step, an online inventory of 

available Industry 4.0 and digital transformation policies could help ensure that targeted beneficiaries 

are aware of the entire set of measures and funding instruments available in Europe, beyond the 

national flagship initiatives.   

 

3.2 Implications of EU Education Systems for Industry 4.0 

The importance of qualification and skills development for the introduction of Industry 4.0 is, 

according to a study by Fraunhofer IAO, assessed as consistently high. Qualities most often seen as 

necessary are the willingness to engage in continuous learning (86%), more intensive interdisciplinary 

thinking and action (77%), and a higher level of IT skills (76%) (Schlund et al., 2014: pp. 6-7). So far, 

discussions of qualification and Industry 4.0 have always involved rather general statements of this 

kind, focusing on the one hand on soft skills and social competencies, and on the other hand on non-

specific IT skills.  

The main thing that innovative and ever more dynamically changing worlds of work demand from 

skilled workers is a calm and confident approach to complexity. How the education and training 

system can best prepare people for this is currently the subject of heated debate, centred around the 

concept of academization (Nida-Rümelin, 2014). Universities should devise more programmes to 

support companies in integrating didactically new methods into initial training, so as to develop 



  

63 
 

systemic thinking and the capacity for inter- and transdisciplinary collaboration right from the 

beginning. Universities should create real transfer opportunities between the vocational and academic 

paths to initial and continuing training, with the aim of raising the status of initial vocational training in 

comparison to the bachelor’s degree. Universities must become more open towards dialogue with 

social actors from the labour market and companies without losing their special academic nature and 

their broad educational mandate, or simply becoming an instrument of market interests. This danger 

is reduced if accrediting agencies or university councils, where they are already open to non-academic 

actors, consult the interests of the social partners on an equal basis. 

Particularly, a 2014 survey of business leaders in Germany highlighted areas where they believed 

support from policy-makers was needed for Industry 4.0. The top concerns were the education and 

training of qualified personnel (mentioned by 32% of respondents as being one of the top two issues), 

support for international standardisation (30%), competitive laws on data protection (28%) and tax 

incentives for corporate investments (27%). A smaller number of global leaders, asked a similar 

question concerning the top three public policy actions for the Industrial Internet of Things, identified 

as most important the provision of regulatory frameworks (67%), education and training (55%), long-

term strategic R&D (48%), and establishment of common standards (47%).  

 

3.3 Implications of EU Industrial for Industry 4.0 

Over the past few years the European Union has addressed the topic of Industry 4.0 with the slogan 

“Advanced Manufacturing”. A taskforce established in 2013 presented a working document which was 

primarily concerned with the challenge of the shrinking portion of manufacturing in the GDP of the 

European Union. In this publication, the Commission highlighted that digital technologies such as 

cloud computing, big data, the new industrial internet, smart factories, robotics and 3D printing were 

necessary conditions to increase the productivity of the European industry. In the course of other 

activities on the part of DG GROW, the strategic objective was set to increase industry‘s share of GDP 

from ca. 15 to 20 percent. The Commission defined three objectives: faster commercialisation of 

advanced manufacturing technologies, reduction of demand shortfalls for advanced manufacturing 

technologies and promotion of skills for advanced manufacturing.  

Around 80 percent of all European exports are industrial products. European industry, which accounts 

for around 16 percent of the EU’s GDP, employs around 32 million people across more than 2 million 

companies, which supposes that industry is an engine for prosperity and growth in Europe. The 

European Commission sees Industry 4.0 not only as a way to create products with high added value, 

but also as a way to promote environmentally and socially sustainable manufacturing. New 
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technologies are to help establish economically and environmentally sustainable value chains, 

particularly with internationally competitive companies in Europe. The EU sees itself as an industrial 

location for the future, a pioneer in digitalisation, and an attractive location for digitised industry. The 

EU is undertaking a wide range of measures to support and connect national initiatives that focus on 

the digitalisation of industry. Twice a year, representatives from the Member States’ initiatives (over 

30 national and regional initiatives), from industry and the social partners join together for a high-level 

round table hosted by the European Commission in Brussels to work on European cooperation on 

Industry 4.0.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FIGURE 5- OVERVIEW OF EUROPEAN INITIATIVES ON DIGITISING INDUSTRY 

 

At first glance, the national strategies for digitalisation and Industry 4.0 are not totally coherent. The 

initial situation of each EU member state and specific local needs are different in each country, 

although many initiatives have been carried out at national and regional levels as shown in the figure 

below.  

In short, it can be concluded that the European level plays a very important role in the area of Industry 

4.0, although the limitations of EU policy become clear, due to the fact that the promotion of Industry 

4.0 is an inter-organisational task, the participation of several Directorate Generals and the member 
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states is necessary, which makes both vertical and horizontal coordination enormously difficult. Thus, 

the international cooperation between different entities and organisations in the EU is deeply 

necessary to be able to define common good practices and train workers in a common way, taking 

advantage of the strengths of all the agents involved and creating collaboration hubs. 

 

4. EU & National Law 

There is no specific regulation at a European level in relation to Industry 4.0, although the European 

Commission is working continuously on fostering initiatives to implement these new technologies in as 

many sectors as possible or, at least, that companies have the knowledge in this field in order to 

evolve towards a more competitive future.  

However, the digital transformation brings new technologies, services, or business models will require 

a clear and supportive regulatory environment. Patchworks of national regulations are at risk of 

becoming rapidly outdated, inappropriate or irrelevant, so there is a challenge for national 

governments and the EU to review regulations linked to specific market problems. 

Particularly, the EU is working on the development of new regulations and standards with the aim of 

avoiding new dangers arising from the use of new technologies. More and more businesses are 

introducing Bring Your Own Device (BYOD) programmes believing that they will increase productivity 

while reducing costs, but simultaneously mobile malware is becoming one of the ten most common 

attack types making the corporate network vulnerable, and therefore requiring a stronger IT security 

system. In the case of technologies based on artificial intelligence and big data, given their rapid 

development, a wide array of regulatory challenges is coming, and the existence of efficient and 

appropriate European standards and regulations becomes key to support the competitiveness of EU 

industries and enterprises and the protection of personal data.  

 

 Czech Republic  

In the Czech Republic, the INDUSTRY 4.0 is not directly supported by any law. Průmysl 4.0 (Industry 

4.0) is a national initiative aiming to maintain and enhance the competitiveness of the Czech Republic 

in the wake of the Fourth Industrial Revolution. The concept was firstly presented during the 57th 

International Engineering Fair in Brno, September 2015 and approved by the Government of the 

Czech Republic on 24th August 2016. The Ministry of Industry and Trade plays a key role in the 

implementation process, however, there is a strong interdisciplinary cooperation between the 
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ministries, social and industrial partners and academia. The long—term goal of the Initiative is to 

maintain and enhance the competitiveness of the Czech Republic at the time of in—mass onset of the 

so—called Fourth Industrial Revolution in the world. 

The Initiative includes measures to promote investment and standardization as well as applied 

research, and deals with issues related to the cybersecurity, logistics, and normalization. The Czech 

Republic is a country with one of the longest industrial traditions, and it is an ambition for its future to 

remain tied to the industry. The Fourth Industrial Revolution brings with it a number of challenges, but 

above all, it provides a unique opportunity to ensure the long-term competitiveness of the Czech 

Republic in the global competitive environment. The Czech Republic has one of the highest shares of 

industrial production per GDP among EU countries (approximately 32% GDP). Furthermore, the 

country has strong industrial ties to Germany, which is its strategic business partner1. Czech 

companies mainly supply industrial components to its neighboring country, thus integrating into the 

German industrial supply chain. Next, to be a reaction to the German ‘Industrie 4.0’ initiative Průmysl 

4.0 also seeks to counteract the often fragmented and misleading portrayal of I40 by correctly 

describing the concept as well as its impact on society.  

The initiative is based on the state-of-art analysis carried out by a team of experts from industry, 

academic and research communities called the Core Team Průmysl 4.0. The team is led by professor 

Mařík from the Czech Institute of Informatics, Robotics and Cybernetics. The document analyses the 

4th industrial revolution, in particular regarding the technological perquisites and vision of Průmysl 

4.0, its requirements concerning applied research and standardization. It also investigates the impact 

on the labor market, education system and regulatory framework.  

Fact is that the Czech INDUSTRY 4.0 was not just influenced, but is sourced from INDUSTRIE 4.0 

(Germany), INDUSTRIE DU FUTUR (France), and technological cluster FABRICA INTELLIGENCE (Italy). 

Also as a good example INDUSTRY 4.0 learned and focused on the same initiative in the USA 

(INDUSTRIAL INTERNET). Asian countries (China, Japan, and South Korea) know well about the 4th 

industrial revolution very well, and they focus on the potential plus for their companies. 

The Ministry of Industry and Trade established a coordination platform Alliance Society 4.0 bringing 

together experts and policymakers to prepare an action plan for the implementation of Průmysl 4.0 

taking into consideration the current Czech Action Plan on Digital Market Development.  
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 Poland 

Regarding digital competitiveness Poland, according to the World IMD Competitivness Center had 37-

th position in 2017 and 26-th in 2018. Unfortunatelly, so far the efforts to increase the awareness of 

Polish enterpreneurs on industry 4.0 were indolent. Expenditures on research and development (R&D) 

in Poland amount to 0.97 percent of GDP (2016). It gives us a distant place in rankings behind Sweden 

(3.25 percent) or Germany (2.94 percent). 

In purpose to change that status the Ministry of Entrepreneurship and Technology initiated a new 

project. The project of the Future Industry Platform set up by the Ministry of Entrepreneurship and 

Technology is supposed to be a new, better support system. It could be financed by both the public 

and private sectors. Initially, the main source of funds will be the public sector, but ultimately private 

money will become a significant source of its budget. 

The ministry's spending plan shows that the platform's annual budget is to reach PLN 20 000 000 

(about 4651162 euro). Its goal is to “Promote the global competitiveness of Polish entrepreneurs by 

supporting their digital transformation using cyber-physical systems, the Internet of Things, 

robotisation, artificial intelligence, communication technologies between machines, as well as other 

technical solutions of industry 4.0” . The Foundation is to provide support (substantive and other), 

which is supposed to "meet the individual needs of a given enterprise". It is also intended to integrate 

and support initiatives that strengthen digital transformation in the country. The headquarters of the 

foundation will organize trainings on the latest technological trends, as well as the opportunity to test 

different solutions and consult with experienced experts. First, the center of contact with Industry 4.0 

consultants will be developed. Next, a group of experts will be created from individual technological 

and industry specializations. The platform will provide non-financial support. It will cover entities 

operating in Poland - entrepreneurs, entities managing innovative clusters, entities operating for the 

benefit of the innovative economy as well as social and economic partners. 

Genrally, one should highlight that in Poland there is no specific law on 4.0 industry. The education 

system is not focused on these issues, at least the problematics is elaborated by the way of other 

issues.
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 Portugal 

According with the Digital Economy & Society Index 2016 from European Commission, Portugal has a 

great position in terms of digital competitiveness. Nonetheless, there is no a specific law regarding the 

industry 4.0 already.  

In the beginning of 2017, the Portuguese government worked together with different companies in 

order to develop a strategy and a set of measures aimed at helping the Portuguese companies to start 

their adaptation processes towards the Industry 4.0. The Portuguese Ministry of Economy intending to 

generate the conditions for the industry and national services in the digital era, decided to launch an 

initiative (named Portugal i4.0) to identify the needs of the Portuguese industry and elaborate 

measures (public and private) aiming at achieving three central objectives: 

- Accelerate the adoption of technologies and concepts of the Industry 4.0 among the Portuguese 

industry; 

- Promote technological Portuguese companies at international level; 

- Making Portugal an attractive hub for investment in the context of the Industry 4.0. 

Portugal i4.0 was launched in association with companies already operating in the market and it was 

added a space for the various entities that aren’t businesses and, finally there was consulted a 

Strategic Committee that included some international entities with proven experience in the field of 

Industry 4.0.  

The developed methodology for this initiative involved the realization of individual interviews, the 

study of other European initiatives and sessions of group discussion which materialized in a package of 

recommendations for the development of more than 60 measures (which implementation will be 

gradual over the 4 years) organized in 6 priority areas of action that branch from national human 

capital to the legal and normative adaptation to support the process of digitalization of the economy. 

The defined areas of action were: 

 Human Qualification 

Adapting the contents of the national educational system to the new technologies and promote 

measures of requalification and training of professionals. This means adapting the education system in 

order to match industry future needs by integrating digital skills in the education curriculum. Also, 
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there is a need to encourage employees training and enhance continuous training through extra-

curricular activities. The measures created in this area were designed to fill the gaps identified by the 

Digital Economy & Society Index 2016 from European Commission. In spite of Portugal has the 

infrastructures and the innovation capacity needed, digital skills have been identified as one of its 

weaknesses. 

 Technological Cooperation 

Promote the cooperation between companies, universities, technological centers, business 

associations and other stakeholders are crucial for the development and subsequent implementation 

of innovative solutions and technologies in framework of the 4th industrial revolution. To achieve this, 

24 measures  

were created to be implemented in order to stimulate industry innovation and encouraging the 

development of partnerships. 

 Start-up i4.0 

According with the current National Strategy for Entrepreneurship (named StartUP Portugal), a set of 

measures were designed to support and enhance the role of Start-ups in terms of innovation and also 

in the implementation of new business models. The aim is to create favourable conditions for the 

development of i4.0 start-ups as well as, national technological solutions in an international context 

and finally ensuring that the required conditions to position Portugal as an attractive hub are met. The 

tourism sector assumed a particular relevance in the national field, so the range of measures created 

in this Start-up i4.0 area had a special focus on this sector of the Portuguese industry.  

 Financing and Investment Support 

Develop a set of financing mechanisms aimed for projects in the context of the Industry 4.0 in order to 

accelerate investment and stimulate the convergence of Portuguese companies with this new reality. 

“Vale Indústria 4.0” is a financial instrument already created in the scope of this action area. 

Portuguese government invested over 12 million euros distributed in vouchers of 7.500€ each to 

support SME’s digital transformation. Furthermore, a credit line will also be launched in order to 

support export activities. 

 Internationalization 

Foster the Portuguese technology in the external market, boosting the internationalization of these 

companies and attracting investment for the country. In order to trying to attract financial investment 
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and human resources to the national economy, some initiatives are planned to be implemented like 

International Showcase “Portugal 4.0 Day” or the “Digital Champions” Meeting.  

 Legal and Standards Regulation 

Ensure legal adaptability and technical standardization in the face of the challenges of the new 

industrial revolution, creating an environment conducive to technological development and 

investment.  

In addiction, following the EU guidelines Portugal will be able to implement the General Data 

Protection Regulation (GDPR) from the 25th May 2018. There are several national guidelines as well as 

a set number of fines for those who do not follow the rules, including businesses and individuals 

(General Regulation of data Protection of Portugal, 2018). It should be noted that the strategy includes 

the involvement of private sectors as a means to ensure the success of their implementation, and that 

the initiative depends on an equal distribution of public and private measures. However, part of the 

private investment affected is eligible for public co-investment through the Portugal 2020 strategy. 

In sum, although Portugal has a great position in terms of digital competitiveness, there is no specific 

law on the sector 4.0. Nevertheless, while Portugal has its infrastructure and capacity for innovation, 

digital skills have been identified as one of its weaknesses. The goal of i4.0 start-ups is to create 

favourable conditions for its development as well as national technological solutions in an 

international context and ensure that the necessary conditions to position Portugal as an attractive 

center are met. The International Showcase "Portugal 4.0 Day" aims to attract financial investments 

and human resources to the national economy, in order to grow all this initiative. 

 

 ITALY 

National Plan “Industry 4.0” 

The National Plan Business 4.0 (formerly Industry 4.0) is an opportunity for all Italian companies that 

want to seize the opportunities linked to the Fourth Industrial Revolution. The Plan includes concrete 

measures based on main guidelines such as operating in a logic of technological neutrality, intervening 

with horizontal and not vertical or sectorial actions and acting on enabling factors. [16] 

This Italian plan, although launched somewhat later than the similar ones in Germany, France and 

Spain, presents a wide range of interventions. The measures foreseen by I4.0 are of three types. 

The first type is represented by the tax incentives, which give rise to the two measures called hyper 

and super amortization. 



 

71 
 

The second type of measures aims to facilitate access to credit. The so-called "Nuova Sabatini" law 

provides for contributions and tax breaks on loans granted by banks for investments in machinery and 

capital goods used in production and digital technologies. 

The third type of measures concerns the development of skills related to new technologies and 

innovative processes. 

For this purpose, I4.0 has launched three platforms.  

The first is that of the "Hub of digital innovation", which will be established by Confindustria and Rete 

Imprese Italia (composed of CNA, Confartigianato, Confesercenti, Confcommercio). The aim is to bring  

together public institutions, companies, investors and research centres to support and facilitate 

investment plans.  

The second platform is that of the "Centres of expertise and innovation" which links some of the main 

Italian universities (the Polytechnic of Turin and Milan, the engineering faculties of Naples and Bari, 

the Scuola Normale and the Sant'Anna School of Pisa, the university centres of Veneto and Emilia 

Romagna regions) with companies. The goal is to provide training, to promote industrial research and 

experimental development.  

The third one is that of the 77 Digital Business Points placed in a same number of Chambers of Work. 

 

Educational – Training Level 

In 2010 the Italian legislator decided to differentiate tertiary education - monopolized by the 

university system - through the introduction of Higher Technical Institutes (ITS in Italy).  

This in order to contribute to the creation of highly qualified professional figures, but with a close 

relationship with the business world [17] 

The ITS are, in fact, high-tech schools linked to the production system and that prepare those 

specialized intermediate profiles, essential to help companies to govern and exploit the innovative 

potential of the Industry 4.0 solutions. 

Overall, there are 98 institutes in Italy and related with 6 technological areas considered "strategic" for 

the economic development and competitiveness of the country:  

 Sustainable mobility 

 Energy efficiency 

 Innovative technologies for cultural assets and activities - Tourism 

 Information and communication technologies 

 New technologies of life 

 New technologies for Made in Italy (mechanical system, fashion system, agri-food system, 

home system, services for companies). 
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The importance of ITS has been explicitly mentioned in government documents illustrating the 

support strategies of the "Industry 4.0" national plan, recently renamed "Business 4.0" (I4.0), to 

indicate how the scope of intervention extends beyond the manufacturing. In the perspective of the 

Ministry of Economic Development and the Ministry of Finance, the strengthening of ITS aims to 

achieve the doubling of enrolled students by 2020. 

 

Innovative Startup 

In 2012 the law formalized, for the first time, the key role of a new entrepreneurial subject deemed 

suitable to develop business innovation activities. We refer to the innovative Start-ups, considered by 

the legislator as a collective actor driving competitiveness and the national economy.  

Given this, it should be noted that the policy relating to innovative Start-ups has been crossed, in the 

last four years, by various actions to strengthen the first instruments, which have refined, enhanced 

and expanded the offer of facilitating tools envisaged by the "Growth 2.0 Decree" through the 

introduction of the recognition of the status of an innovative SME, which has led to the extension of 

subsidies already addressed to Start-ups also to Small and Medium-sized companies operating in the 

field of innovation. 

Regarding the specific benefits, figure 2 offers a reasoned summary of all the measures implemented 

in Italy. 

 

Other activities 

 

In addition to the mainly legislative actions (based on direct and indirect transfers, tax concessions 

and/or tax reliefs, etc.), numerous programs are available on the national and regional territory, that 

act on the same areas through a well-structured and rather complex matrix of activity.  

The sources of funding for these programs are both national and European (e.g. Programming of the 

Structural Funds 2014-2020). 

Synthetically, we can argue that they act on several levels, they converge in the definition of a national 

strategy/policy that is realized in the implementation of the National Intelligent Specialization Strategy 

(SNSI) also supported by regional strategies from its direct derivation, which share the logic of 

implementation and the mobilizing objectives, even if declined at the territorial level. 

The SNSI acts, therefore, by relating the various policy instruments related to research and innovation 

in the Italian state and it does so through the implementation of specific targeted interventions. 
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The objective of strengthening the national research and innovation system pass through the 

integration of the National Smart Specialization Strategy and the other programming tools on the 

subject. Specifically, the National Research Program - PNR (financial investment managed by the 

Ministry of Education, University and Research) and the National Plan for Research Infrastructures 

(PNIR) should be included. 

Furthermore, within the SNSI we find other programs financed with the FESR Structural Funds (2014-

2020) and with the Development and Cohesion Fund that support the innovation of the companies 

managed by the MISE. They are 

 National Operational Program for Enterprises and Competitiveness 2014-2020 

 Dedicated National Operational Program - SME Initiative 2014-2020 

 Complementary Operational Program - Enterprise and Competitiveness 2014-2020 

 Companies and Competitiveness Plan funded by the Development and Cohesion Fund 

With specific reference to business innovation, we have to remember also the fund for technological 

innovation, recently renamed as "Fund for sustainable growth". 

The new Fund is destined to finance programs and interventions with a significant impact on the 

competitiveness of the productive system at national level. 

 

 

 Spain 

Spanish legislation in the field of education has been changing during the last 40 years of democracy, 

with 5 different laws and another in the process of approval. Some experts such as Richard Gerver 

believe that the Spanish education system is out of date, anchored in the industrial era and is not 

effective for today's world, where creative employees capable of thinking for themselves are needed. 

The traditional education system in Spain based on teaching and controlling does not make sense 

today.  

For this reason, changes in legislation are beginning to be proposed, considering the young 

professionals needed for the future, although the reality is that legislators put their interests first and 

do not create an educational model for and by professionals. The ideal would be to promote a long-

term educational strategy, separating education from politics, as Finland successfully did some years 

ago.  

Similarly, surveys carried out by the consulting firm Deloitte indicate that 57% of managers believe 

that the Spanish education system needs to be redesigned in order to prepare people for the fourth 
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industrial revolution and most show more confidence in the training of their current staff than in the 

knowledge of new hires. On the other hand, 67% of organizations invest in technology to protect their 

positioning, compared to only 23% who do so to undertake a real project of transformation and 

disruption. This is due to the focus on short-term results and lack of knowledge in the implementation 

of industry 4.0.  

In the case of professional training, Industry 4.0 leads to demand for the professional profiles 

necessary for its implementation, many of them directly linked to professional training, particularly to 

the families of mechanical manufacturing, electricity and electronics, maintenance and ICTs. 

Therefore, educational legislation must adapt the available studies to the new demands of 

professional profiles in the industry.  

The current situation is worrying, as professional studies related to industry have suffered a decrease 

in enrolments in recent years, while companies are increasingly demanding specialists in 

mechatronics, communications, big data & analytics, interface design, robotics, 3D design, etc. 

Therefore, it is necessary to encourage industrial vocations and to adapt the curricular contents to 

Industry 4.0, since companies need specific competences in the field of Industry 4.0.  

Moreover, one of the main problems of the education regulations is the speed of adaptation of the 

educational world to the productive world, due to the curricular rigidity established by the Ministry of 

Education, the difficulties for continuous training of teachers and the distance that still exists between 

professional education centres and companies.  

Regarding the university education, academic legislation must be adapted to the collaboration 

between company and university, since the Industry 4.0 will require profiles that will be completely 

new in their knowledge and training. New highly qualified jobs will be created, up to 1.25 million jobs 

in Spain according to the report "Digitization: Creating or destroying jobs" (Randstad Research). As in 

the case of professional education, the number of students enrolled in STEM (Science, Technology, 

Engineering and Mathematics) careers has decreased by more than 65,000 in the last seven years in 

Spain, while in the ICT sector the demand is growing steadily, causing a shortage of professionals and 

unfilled vacancies.  

As a conclusion, Industry 4.0 demands a profound change in the education law to solve the problems 

aforementioned, increase the number of students interested in technical areas and foster the 

continuous training, both in terms of vocational and university education. 
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